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Abstract— When designing a controller in industry, one thing 

to consider is the efficiency of the industrial process and the 

safety of the operator that is because these industrial process 

might contain extremely high temperature substances that might 

operate with high voltages. These situations could cause damage 

to the operators handling these controllers. And also these 

industrial process might need to be placed far from the main 

controller which would take time and a lot of effort in order to 

keep it maintained.  These problems could be fix by designing a 

remote controller that operates from distance and also by 

training it to diagnose itself.  The main aim of this paper is 

designing a SCADA (Supervisory Control and Data Acquisition) 

system for industrial process to allow operators to handle it 

remotely using HMI (Human Machine Interface) connected to 

the SCADA system to ensure operator safety, and by using 

SCADA system's self-diagnostic feature to fix any error 

automatically. To increase the controlling process efficiency, the 

system has to be monitored during the operation hours by using 

GPRS (General Packet Radio System) technology to send a text 

message to the supervisor's mobile phone of the system when any 

errors occur. The outcome of this research would help the 

interests and engineers to be familiar with SCADA control 
system design and operation. 

Keywords—component; formatting; style; styling; insert (key 
words) 

I.  INTRODUCTION  

There are three main factors make the process systems: 
manipulated variables, controlled variables and the disturbance. 
Manipulated variables and disturbance are considered as input 
to the process and the output is the controlled variable. The 
controlled variables are these conditions like level variable, 
speed variable or temperature variables which must be 
maintained or kept at a desired value. Each manipulated 
variable is associated with a controlled variable. The function 
of the control process is to adjust the manipulated variables to 
maintain the desired value of the controlled variable regardless 
of any disturbance acting on the system. Disturbances drives 
the controlled variable away from the desired value. Examples 
of disturbance includes changes in the room temperature. The 
control system must eliminate any effects exerted by the 
disturbance and must adjust the manipulated variable to 
maintain the set point value of the controlled variable. When 
the set point value changes, the controlled variable must be 
adjusted to that new desired value [1]. 

Automation in manufacturing offers the operator a 
mechanism to control and monitor industrial processes. The 
ability for remote control and monitoring increased cost 
efficiency, as complexity of these processes increases. The 
collection of feedback data provides operators and 
management the capability to predict requirements, monitor 
development and enhance production. Control system is the 
general term used to describe the hardware, software and 
procedures of the control and monitoring of these processes. 
[2]. 

Section II introduces SCADA system structure, and the 
components to build SCADA system. In Section III introduces 
the architecture of industrial process, Section IV discusses the 
experimental result, and the different categories that process 
has.  Finally, Section VI concludes by briefly mentioning some 
limitations of the project. 

II. SCADA SYSTEM STRUCTURE       

 SCADA is an abbreviation for Supervisory Control and 
Data Acquisition as Figure 1 shows. It is used to control and 
monitor an equipment or system in industries, such as energy, 
oil and gas transportation, mixture control and automation 
monitoring. These systems operate by the transfer of data 
between a central host computer and a verity of Remote 
Terminal Units (RTUs) that also includes Programmable Logic 
Controllers and operator terminals. In SCADA system, 
information about a fault (like a leaking in a pipe) is gathered 
by the system and then transferred to a central site before 
alerting the home station about the leak to carry out any 
necessary analysis and control about the leak and then figure 
out how the system should handle it. These kind of system  

Fig. 1. The Structure of the System SCADAD 
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could vary from being small systems like an air conditioning 
system in a small office to large ones like systems controlling a 
nuclear power plant. [2] [3]. 

III. SYSTEM ARCHITECTURE 

The procedure can be classified into three categories (P1, 
P2 and P3). These three will be operated one by one to increase 
durability of the system, also two can be operated 
simultaneously to increase flow rate. The system can also 
alternate between any of these categories in case one is 
damaged or being maintained. These changes that occur in the 
system is shown in the front panel of HMI. 

The system consists of two tanks with different volumes, 
the main one is "sump tank", and the other one is "header 
tank". It also consists of a Solenoid valves (SVs) to control the 
flow which equipped with flow sensors (FDs) to detect liquid 
flow in the pipe, and also one level switch inside sump tank to 
check whether the tank is empty or not and three level switches 
inside header tank to detect the levels of three different liquids 
in that tank. And all these instruments are normally closed. The 
system also consists of a pump inside the sump tank to push the 
liquid to header tank. And finally it has a manually controlled 
valve to be used in emergencies as FIGURE 2 shows.   

 

 

 

 

  

 

 

Fig. 2. The  Overall Piping and Instrumentation Diagram 

IV. HUMAN  MACHINE  INTERFACE (HMI) PANEL   

One of the most important features of process control 

for surveillance and tracking of the operation is the function of 

HMI which has been added to the SCADA system. 

A. Main HMI Front Panel  

The front panel of HMI consist of sub panels which are 

illustrated in the blocks appeared in the main HMI panel,  as 

shown in figure 3. 

 

 

 

 

 

Fig. 3. Main HMI Front Panel 

B. Setting of HMI Front Panel    

The front panel of the Options sub-menu labeled Come and 

Come settings that include categories operating system can be 

omitted where the work is determined by the operator category, 

as shown in figure 4. 

 

 

 

 

 

 

 

Fig. 4. Setting  HMI Front Panel 

C. Operation of HMI Front Panel   

The front panel of the Options sub-menu labeled Come 
operation in HMI panel and then selected the category that are  

to operate the system and that by the operator by starting the 

operation by push "START" and button  stop the operation of 

by pushing , "STOP" button,  as shown in figure 5.  

Fig. 5. Operation  HMI Front Panel 

V. EXPERIMENTAL RESULT 

The operation of the process are divided in to three 

categories, each category will be described with its control 

strategy in the following sections: 

A.  CATEGORY 1: ( P1 Process ) 

  The sequence of events when choosing P1 by clicking 

on the button P1 from front panel in HMI as Figure 3.f shows. 

The water pumped into Header tank, and it will be fill up Flow. 

Then switch FD2 is closed.  The pump, SV3   , FD2, FD3 and 

SW1 will illuminate in green color which all these details can 

be seen in the HMI as shown in FIGURE 3.a. When the float 

Switch SW4 (Header Tank Level Low) opened. Usually this 

switch is normally closed. Now the indicator for header tank 

low is turned to green color. All other indicators: such as, 

Pump, Power Available, Initial Fill, SV3, FD2, FD3   and SW4 

illuminated in ON position, as shown in FIGURE 3.b.  The 
float Switch SW5 (Lower operating level or hysteresis) 

opened. This switch is normally closed. Which is illuminated 

indicator for SW5 and SV1 is turned ON, as shown in FIGURE 

3.c.   The float Switch SW6 (Header Tank Level Full) closed. 
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Then the solenoid valve SV1 and SV2 opens causing the 

header tank to drain fast. In this case the indicators of SV1, 

SV2, SW1, SW4, SW5, and SW6 illuminated with green color 

and System is ready, as shown in Figure 3.d.   Finally in this 

category as FIGURE 3.e shows, the system repeats this process 

unless an error occurs in operation or alarm or change the 
category operation of system. 
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(e) 

 

 

 

 

 

 

 

(f) 

Fig. 6. The sequence of P1 process events of the process on the HMI 
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B. CATEGORY 2: ( P2 Process ) 

When the P2 process is chosen by the user from HMI. It 
well be similar the sequence of events with P1 process. 
However, Then, the float switch SW6 (header tank is full) 
open. This will energize the solenoid valve SV2 to open and 
SV1 to close as FIGURE 4 shows. 

 

 

 

 

 

Fig. 7. The P2 process events of the process on 

C.  CATEGORY 3: ( P3 Process ) 

 When P3 process is run, it is chosen from HMI panel. 
The water pumped into header tank and header tank fill up 

when the flow the switch FD2 closes. This will illuminate 

indicators of the system ON, pump, power available, SV5, 

FD2 and SW1, as shown in FIGURE 5.a.  

 When the liquid reaches to the level of SW4 in header 

tank. This will the illuminate indicators of the system ON such 

as pump,  power available, SV5, SW4, FD2   and SW1, as 

shown in FIGURE 5.b. When the level in the Header Tank 

reaches to the switch SW5. Then both SV1 and SV2 valves 

will be opened as FIGURE 5.c shows. Finally, the operation 

sequence repeat itself unless there is no interrupt as FIGURE 

5.d. 
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(d) 

Fig. 8. The sequence of P3 process events of the process on the HMI 
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D. COMBINATION of  P2 and P3 PROCESS 

This occurs when process P2 is added to process P3, this 

kind of addition is required in order to increase the flow of 

liquid, and the production and storing in less time period as 

FIGURE 6 shows. 
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(c) 

Fig. 9. The sequence of combination P2 & P3 processes on the HMI 

VI. TROUBLESHOOTING AND ALARMS 

There are cases of unwanted operation during the 
operating system which are called the errors that can be 

expected and identified the errors can be indicated by when 

they occur either, by disconnect the electrical power , 

shortcoming of solenoid valves or level switches sending a 

text message on a mobile phone or show "Warning" message 

on the HMI panel or  sound Alarm. 

A. Errors Expected to Occur in The System  

In our system we can identify a set of errors that occur 

when  the system is out of control.  All of these errors have a 

different state of alarm and error  indicators,  as shown in  

figure 7. 

Fig. 10. HMI Alarms 

B. Events and Alarms in The Event of Errors  

When the error occurs, it will be alerting the responsible 

operator  for this error and  the operator has the opportunity to 

make the right decision to  repair error before causing damage 

to the system. In this case , the error can be or the system 

stopped  separated directly until the error repaired. 

The error happens when the alarm is sending a text 

message by  mobile phone to a moderator on the system or 
send a message to the operator via the HMI.  For example, 

error occurs when a ( FD1=ON) gives the signal  for the 

presence over flow in header tank and message carry text 

explaining the nature of the error such as "OVER FLOW 

TANK",  as shown in figure 8. 

 

 

 

 

 

 
 

 

 

 

 

Fig. 11. Receive Error Message from GPRS 
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Besides, the error it occurs and alerts by sending a text 

message to the operator on HMI panel if the electric power 

system separated or the liquid level in the sump tank is less 

than the desired level, when (SW3=ON). The text message 

that appears to the operator is the error "THE SUMP TANK 

EMTY",  as shown in figure 9. 
 

 

 

 

 

 

Fig. 12. Error Message on HMI 

VII. SECURITY AND PRIVACY SYSTEM 

To control the priority of the process there are some 

special operations would be empowered to engineer or 

administrator without the other persons . this kind of security 

need a password for the special person who is authorized only 

for such operations of  privacy ,  as shown in figure 10. 

 

 

 
 

 

 

 

 

 

 

 

Fig. 13. Security and Privacy HMI System 

 

CONCLUTION 

 

Industrial process works efficiently with this SCADA 

system that has those specifications mentioned earlier which 

ensures high efficiency with self-diagnostic feature and 

operator's safety by offering a way for the operator to control 

the system remotely without needing to be present in the same 

area with the system. The system has an error log and alarm 

table that stores all the errors occurring in the system 

alongside their pre-defined name, time and area, which allows 

the operator to print it for later analysis. For some sensitive 
control operations which requires specialized operators, are 

included in a secure pages that requires identity verification (a 

given user name and password) to increase security. In 

SCADA system, the HMI is directly connected to the internal 

memory of the PLC, which allows the use of virtual I/O (Input 

and Output) that results in having more inputs and outputs in 

the system which solves the limited number of I/O problem 

with conventional PLCs. 
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