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Abstract— this paper presents a methodology to improve 

the reliability of network architectures within smart power 

substations that utilize data communications at station, bay 

and process levels. This work investigates design of 

communication networks insides IEC 61850 enabled 

substations where station level devices collect data, via 

Ethernet network, from bay level protection and control 

relays. The relays communicate horizontally by means of 

dedicated IEC 61850 messages exchange. To improve 

reliability of the substation functionalities, failure modes and 

effect analysis (FMEA) technique shall provide prospects to 

enhance the system design such as proposing redundancy and 
avoiding single point of failure. 

Keywords—IEC61850, FMEA, Reliability, Redundancy, 

Failure Modes, FMEA 

I. INTRODUCTION 

The information and communication technology (ICT) 
contributes to improvement of modern substation 
functionalities and to reduction of efforts, costs and 
deployment time. For example, the use of communication 
network instead of hardwired connections between 
protection relays decreases cabling costs and efforts, i.e. 
legacy protection and control relays connections are installed 
for every input/output. In the other side, deployment of 
communication networks inside substations lead to 
increasing efforts for installation and configuration, resulting 
from adding certain level of complexity. In addition, 
installing different devices, from many manufacturers, rises 
some drawbacks related to interoperability issues. The 
solution comes in a form of international efforts that give rise 
to the IEC 61850 standard that involves interoperability 
testing [1]. The scope of this standard covers communication 
networks insides the substations where station level devices 
collect data via Ethernet network from bay level protection 
and control IEDs (Intelligent Electronic Devices) [2]. The 
later communicates by means of IEC 61850 GOOSE 
(Generic Object Oriented Substation Events) messages. The 
standard promotes interoperability among several 
manufacturers’ devices through enforcing seamless 
integration since 2005 [3]. Modern IEDs benefit from 
classified functions that are arranged by the standard. For 
example, a measurement logical function, i.e. logical node 
named MMXU, inside an IED should compute electrical 
metrics from measurements, i.e. current threshold, to activate 
specific protection functions, e.g. overcurrent protection 
function. To achieve time-coordination for designed 
protection schemes IEDs communicate in real-time. The 
architecture of communication network inside substations 

should respect real-time requirements and avoid single point 
of failure (SPOF). Hence, designers suggest redundant 
network paths through estimating failures and their causes. 
Principle techniques of the risk analysis normally assist 
designers to estimate these failures and to identifying 
occurrence frequency of the risks and related severity 
consequences due to their effects. Among these techniques 
are risk matrix (grid), hazard analysis, hazard and operability 
study HAZOP, layers of protection analysis LOPA, and 
failure modes and effect analysis (FMEA) that has 
extensions enabling determining criticality FMECA and 
diagnosis measures FMEDA [4]. Failure modes and effects 
analysis (FMEA) aid designers to evaluate preliminary 
systems design in order to improve their reliability. It helps 
also in prioritizing enhancements of subsystems to mitigate 
design weakness.  The analysis normally results in proposing 
alternative designs.  

This paper presents the applications of FMEA technique 
on IEC 61850-based substation automation systems that 
include communication network architectures. We choose 
design FMEA methodology because of its relation to 
reliability investigation and improvement. The paper is 
organized into five sections, section I introduce the paper by 
giving motivations and terminologies. Section II presents the 
IEC 61850 standard and explains substation levels and 
functions according to this standard. Section III defines the 
reliability and shows previous studies about the IEC 61850 
based substation automation systems. Section IV presents the 
methodology that uses FMEA technique to identify failures, 
their effects and proposes simple procedure to identify 
improvement opportunities. Section V discusses results 
obtained with emphasis on feasible improvements to the SAS 
design. Section VI concludes this paper by highlighting 
recommendations and prospects. 

II. IEC 61850 ENABLED SUBSTATION SYSTEMS 

Since 1970s, advances in computer software and 
hardware techniques led to first microprocessor based relays 
in 1984 [5]. When computer manufacturers start producing 
microprocessor-based systems for industrial applications, the 
small microprocessor-based devices become an emerging 
solution in the power system industry. Then, microprocessor 
based relays with many features were developed for the 
protection and control functions. These protective relays 
incorporate a communication network interface to enable 
exchanging of data and commands. These relays become 
smarter and called intelligent electronic devices (IEDs). In 
the following subsections, substations levels and functions 
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are given according to advances in design of substation 
automation systems. 

A. Substation levels 

Substations have specific levels according to IEC 61850 
standard that classifies into three levels inside modern digital 
substations (Fig.1). These levels organized vertically: a) 
station level contains engineering tasks that supervise whole 
substation functionalities, b) bay level contains protection 
and control IEDs that exchange data horizontally and 
communicate vertically with both station and process levels, 
and c) process level contains electrical power equipment  

 

such as transforms and circuit breakers. 

Modern substation automation devices, e.g. protective 
relays, embed software logic to enable execution of multi 
tasks functions within the same device [6]. Due to their 
functions, these devices either are located at bay or process 
level. The future trend in substation automation consists in 
enabling digitalization of the whole substation automation 
system. In other words, the three levels of substation will 
adopt digital enabled technologies. Fig.1 shows one 
application of process level devices, which are non-
conventional instrumentation transducers (NCIT) that sense 
analog electrical parameters and transform them to digital 
form, and then merging units collect and send these digital 
parameters via Ethernet enabled sampled measured values 
(SMV) frames [7]. 

 

B. Substation functions 

SAS functions, according to levels hierarchy, are 
monitoring and recording at station level, protection and 
control at bay level, and measurement and switching at 
process level. Nowadays, IEDs may include very complex 
functions that combine protection and control as well as 
recording of substation events. Devices exist at process level 

called merging units (MU) convert analog measurement to 
digital frames, i.e. sampled values, and transmit them 
through substation Ethernet networks. MUs normally 
multicast sampled values vertically to bay level devices. 

Another example of related functions at bay level is 
timely coordination between protection and control relays 
(IEDs) through multicasting GOOSE frames to exchange 
real-time data. The reliability of communications is critical to 
safety of switchyard equipment, i.e. process level equipment, 
during power current faults and other related failures. The 
system in this case should isolate fault zones selectively to 
ensure availability of power service and limit power outages 
[8].   

Table 1 presents examples of important functions in 
modern SAS, which are classified according to their position 
at substation levels, therefore, coordination between tasks at 
several levels can be performed technically through 
distributed functions. These functions for instance exist in 
protection and control relays and circuit breaker controllers 
in case of inter-tripping coordination.  

 

Table.1 SAS functions according to their existence at substation 
levels [3], [5], and [6] 

Substation 

level 

Basic 

functions 
 Examples of functions 

Station 
Monitoring 

functions 

 Monitoring of switchgear status, 

status of protection and control 

equipment, etc.   

 Monitoring of electrical 

quantities, e.g. current, voltage, 

frequency. 

Station 
and bay 

Control 
functions 

 Control for switchgear and 

transformer tap, interlocking  

 Voltage regulating control 

Station 

and bay 

Recording 

functions 

 Recording the monitoring data, 

  Fault record of facility and 

devices 

 Disturbance fault record 

Bay 
Protection 

functions 

 Protection for Transmission line, 

Transformer, Busbar, Generator, 

Distribution feeder,  

 Protection of Shunt reactor, Shunt 

capacitor etc. 

Process Measurement 

 Measuring current, voltage and 

frequency. 

 Measuring temperature and 
pressure 

 

III. RELIABILITY OF SUBSTATION AUTOMATION SYSTEMS 

The design of large complex systems requires well 
defined disciplines, namely the selection of reliable 
components, the construction of reliable architectures to 
meet the needs of customers. Reliability studies are essential 
for these phases. To determine whether the reliability 
methodologies are well-suited/applicable to smart grids, 
numerous studies have been conducted evaluating the 
protection systems of the power substation systems. The 
complexity of modern protection systems has evolved due to 

Fig.1 Architecture of substation levels showing GOOSE and SV 
communications 
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the different subsystems involving electrical, electronic and 
programmed functions, especially within the IEC 61850 
enabled systems. 

A. Definitions  

Reliability is defined as the probability of a system or a 
subsystem component to functioning correctly under certain 
conditions over a specified interval of time [9]. In similar 
manner, reliability is given as a conditional probability that a 
system will perform its intended function without failures at 
time interval [from 0 to t] provided it was fully operational at 
time t=0 [10]. 

The systems reliability can be compromised by potential 
threats to their subsystems or components. In network-based 
services, two categories of threats happen: a) threats to the 
application and b) threats to the data communication service 
[11]. These threats termed impairments or faults in general 
manner. An example, in the context of the substation 
communications, is electromagnetic distortions that cause 
interference leading to transmission errors that can lead to 
failure of the protection and control system. The failures can 
propagate, in this context, by causing partial or full 
interruption of other services such as the delivery of electric 
power. Considering the IEC 61850 based protection and 
control, faults of communication network may arise from the 
Ethernet physical and data link layers in one side and the 
IED network interface and application logic in the other side. 
Hence, connectivity of Ethernet LAN service, i.e. average 
connectivity per time, could affect the network subsystem 
availability. In consequence, the unavailability of the 
network directly affects the protection and control subsystem 
that may contribute to unavailability of the substation 
automation system. In the latter case, the reliability of the 
substation can be degraded. 

B. Related studies 

Researchers studied the availability of several network 
topologies such as star, redundant star, ring and double ring. 
They specified that double ring topology is the best choice 
for reliable communication in IEC 61850 implementations. 
They simulated performance of a double ring containing 
eight protection bays. The authors followed two scenarios: a) 
changing network bit rate (i.e. 10 Mbps, 100 Mbps and 1 
Gbps) and b) augmenting the flow rate of transmitted data. 
The results obtained stated that the performance in 10 Mbps 
network does not comply with the requirements when the 
sampling rate surmounted 4800 samples/second, i.e. 80 
samples per 60 Hz nominal frequency. Nevertheless, the 
authors reported that double ring topology needs redundant 
network equipment and double network interfaces at end 
nodes which in result costs more than other topologies [12]. 
Obviously any failure in the communications network can 
compromise the required performance of the protection 
function due to loss of messages, i.e. network frames that 
carry equipment state or power fault event. The study of 
three alternative designs of substation bay to process 
architectures were performed in another study. These three 
architectures have several functions, which are simulated to 
provide a conclusion that common basic architectures have 

lowest reliability during critical missions, while redundant 
bay and process/bay architectures are more reliable than the 
basic, due to the use of redundant network switches as well 
as backup protection and control IEDs. This study concludes 
that reliability with redundant fault tolerance technique may 
costs more than the basic architecture. In spite of that, they 
said that redundant architectures with backup devices satisfy 
requirement of the IEC 61850 standard and related standards 
to prevent single point of failures [13]. Another study 
proposes a method that uses what is called cyber-physical 
interface matrix is presented in [14]. In this work 
probabilities of various faults and tripping scenarios are 
calculated. This paper decouples the analysis of the cyber 
part from the physical part to provide overall analysis of 
subsystems. In [3] and [15] authors used reliability block 
diagrams (RBDs) to study alternative Ethernet switch based 
architectures of IEC 61850 enabled SAS projects. the 
researchers found that star-ring and redundant ring provide 
high reliability and availability compared to cascaded and 
ring architecture. They conclude that these architectures are 
costly and complex because it requires additional Ethernet 
switches and they recommended considering network 
performance parameters, such as latency and throughput and 
cost for the selection of fit-to-purpose architecture [15]. 

IV. FMEA METHODLOGY 

The FMEA was formalized in 1949 by the introduction 
of military procedures for performing a failure mode, its 
effect and criticality analysis. The objective was to classify 
failures according to their impact on mission success and 
personnel/equipment safety [16]. FMEA is a technique 
designed to understand potential failure modes and their 
causes, and to identify their effects on the system. It assess 
designer to analyze risks associated with the identified 
failure modes and to prioritize corrective actions [4]. 

A. Design FMEA  

It focuses on systems design, typically at the subsystem 
or component level. The emphasis is on design related 
deficiencies, with objective to improving the design and 
confirming system operation is safe and reliable during the 
useful life of subsystems and their components. The Design 
FMEA evaluates the subsystem or component itself and how 
these components interact. Design FMEA usually assumes 
that systems are built according to requirement 
specifications. Typically, the main objective of FMEA is to 
improve the design. Other forms of FMEA studies are 
System and Process FMEAs, which share the main objective. 
Additionally, Design FMEAs objective is to improve the 
design of the subsystem or component, while for Process 
FMEAs, the objective is to improve the design of the 
industrial process [17]. 

B. Steps of Design FMEA 

Forming a work team is first steps after identifying the 
objective of the FMEA project.  

 

Fig. 2 An example of FMEA worksheet presents Risk Priority Number RPS 

 

Fig.2 An example of FMEA worksheet presents Risk Priority Number (RPN) 
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Then setting scopes of the study, which generally cover 
levels of system, subsystem and component. Fig. 2 shows an 
example of generic worksheet for Design FMEA projects. 
Most important information in this sheet are severity, 
occurrence and detection probabilities. The risk priority 
number (RPN) is most significant value to prioritize required 
actions to improve the design. This number aids FMEA team 
proposing mitigations to reduce or eliminate the risk 
associated with potential causes of failure. They must reduce 
severity, occurrence and increase detection (number 
reduction). Recommended actions field represent 
effectiveness of proposed preventive and corrective 
practices. Usefully, recommended actions will be several for 
each cause to address critical risks. Practically, these 
recommended actions should be studied from reliability 
viewpoints, with cost considerations. 

V. MULTILEVEL FMEA TECHNIQUE 

For our study, we propose novel technique (named 
Multilevel Design FMEA) to address the three levels of 
substation automation systems. Fig. 3 shows this technique 
that use Top-Down approach to analysis the system, starting 
by station, then bay and finally process.  

Within this technique (Fig. 2), all three levels can be 
evaluated in hierarchy way. We started at the station level to 
estimate failures and their effects for each component, hence 
we study the interface between station and bay levels, 
especially the network switch. After that, we studies in detail 
the bay level considering principle protection and control 
relays (IEDs) then the interface to the process level regarding 
both the physical acquisition of electrical parameters and 
also the network switch. The next subsection explains most 
critical components in terms of their risk priority number. 

A. Preliminary results of FMEA analysis 

To classify each component failure and risk 
consequences, three common measures are used for this 
purpose including, severity and occurrence probability in one 
side and detection probability at the other side. These 
measures helped to determine the RPN priorities (1). 

RPN=Severity x Occurrence x Detection  (1) 

Implementing (1), we determined critical failures for 
every component depending on severity, occurrence and 
detection probabilities, where red zone represent 

unacceptable risks that need preventive and correction 
actions, i.e. recommended actions, while green zone  

 

represent acceptable or tolerable risks (Fig. 4). 

A given example of our work Fig.5 shows RPN numbers 
(bordered cells). Failures data are found in [18] and [19]. All 
results that have risk numbers more than 27 needs 
recommended actions to mitigate its severity. Special 
emphasis is taken to avoid occurrence of these failures. 
Suggested improvements such as redundancy and backup 
subsystems or components shall aid to avoid occurrence and 
reduce severity. Additionally, proper configuration of 
devices and real-time monitoring of performance can 
improve detection of these failures and reduce the related 
number (DET field in Fig.5).  

B. Recommended actions as reliability improvements 

With the intention of enhancing the system reliability, the 
single point of failure from communication view is the 
Ethernet switch. Hence, a redundant switch is suggested to 
overcome this failure. An active switch can recover the failed 
one in milliseconds order in this architecture, i.e. using rapid 
spanning tree protocol (RSTP) in simple topology. 
Consequently, RSTP is not reliable for real-time constraints, 
i.e. substation automation system, thus adapted protocols are 
proposed such as dual path over multiple spanning trees [20]. 
Recently, shortest recovery times can be achieved with 
bump-less protocols such as parallel redundancy protocol 
(PRP) and high-availability seamless redundancy (HSR) 
[21]. The IEC 62439-3 highlights these protocols in 2016 to 
support high availability and short latency of switching 
recovery in industrial networks. 

Fig. 4 Risks severity, with RPN, matrix 

Fig.3Multilevel approach to perform FMEA analysis 
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Another suggestion, to overcome the failure of protection 
and control relays at bay level, is to add backup scheme. In 
this design, backup protection devices work as active standby 
subsystem. For instance, if the functions inside the bay 
controller stop working then the system status shall become 
critical. To avoid this situation, i.e. single point of failure for 
both schemes, a backup IED shall compensate operation of 
the feeder protection IED. In result, the system guarantees 
high reliability. Hence, redundant Ethernet switch and active 
backup bay IED shall increase the whole bay/process 
subsystem reliability. These recommended actions need 
special installation and configuration procedures. Due to 
required interdisciplinary skills, strictly testing is necessary 
in this situation. 

VI. CONCLUSION 

Practically, specialists with ICT competences should 
accompany FMEA study preparation for substation systems, 
because that modern substations design is not simply for 
power protection specialists. Critical real-time functions in 
IEC 61850-enabled substation systems require special 
intentions to verify service reliability. The communication 
network architectures, bay-level IEDs and process-level 
merging units are among subsystems and components that 
should be evaluated in Design FMEA studies. This paper 
does not cover software related failure such as 
interoperability and integration faults. Users may commit 
errors while setting or configuring IEDs or Ethernet 
switches, especially advanced settings for redundancy or 
backup functionalities. Some recommendations raised during 
our study, the most important are: 

 Designer should isolate risks related to single point 
of failure (SPOF), for example, through proposing 
redundant components to mitigate failures severity. 

 Choosing backup protection relays from same 
vendors may add same failure modes of existing 
relays, therefore applying variety of device (from 
another vendors) will reduce failure occurrence. 

 Communication networks are vulnerable for 
cybersecurity issues. Hence, designers should adjust 
appropriate measures to face this kind of risks. 

 Power system engineers should be enough trained to 
acquire ICT skills because they participate during all 
phases of life cycle for substation projects 

 Designers should inspect reliability databases and 
failures feedback data in order to prevent use of 
faulty components. 

 Safety and availability of substation systems is 
critical for the power grid reliability, therefore 
integrating other factors such as environment 
conditions shall improve FMEA studies. 

 Intensive testing as well as automatic diagnostics 
shall help reveal hidden failures.   

Simulating failure events and inspecting time 
coordination shape significant issues to further study the 
reliability of modern substation automation systems. In this 
way, the resiliency of power grid can be improved through 
including dynamics of both power system and 
communication networks such as overcurrent transients and 
high network traffic.  

This paper does not study the feasibility of recommended 
actions (suggestions of redundant and backup devices). Cost 
comparisons among alternative designs and cost of 
ownership and return on investment can provide other 
perspectives for substation designers and utilities. 
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