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Abstract— Ethical hacking or penetration testing is the act of 
using hacking techniques, skills and tools in order to discover 
vulnerabilities and locate weaknesses of information systems. 
It has been used to yield better security professionals who can 
protect themselves and their personal information from security 
attacks.  Thus, the teaching and practice of ethical hacking can 
be considered as a necessary component of a computer security 
curriculum and a method of teaching defensive techniques. 
However, there is a considerable shortage in the technical papers 
that describe the implementation of ethical hacking techniques 
for hands-on lab exercises that can be conducted in an isolated 
laboratory environment, which adheres to constraints such as 
budgets and physical space. This paper presents the usage of the 
VIrtual of the cloud-based cyBer secuRity trAiNing plaTform 
(VIBRANT) to execute scenario-based practical ethical hacking 
exercises.  The analysis of the evaluations’ results showed that 
over 85% of the students surveyed had found the VIBRANT 
platform gave them more freedom to experiment and improved 
accessibility over the VirtualBox platform. 

 
Index Terms—, Electronic learning, cybersecurity, ethical 

hacking 

I. INTRODUCTION 
owadays, the teaching and practice of ethical hacking or 
penetration testing techniques are becoming a widespread 
issue in the world and a necessary component of 

computer security curriculum [1]. Hacking can be described as 
accessing a system beyond or without authority by utilizing 
applications and computer skills to find the system’s 
vulnerabilities and then to penetrate the system [2]. However, 
the same techniques and tools used by the intruders are 
employed by the ethical hackers to discover vulnerabilities, 
locate weaknesses of information systems, evaluate security of 
the target systems and report back with the vulnerabilities 
have been found and instructions for remedies, yet they 
neither steal any information nor damage the target systems 
[2] . Furthermore, the ethical hacking techniques are used with 
or without other curriculums cybersecurity teaching defensive 
techniques to yield better security professionals who can 
protect themselves, their personal information, and their 
computers from hackers. Cybersecurity professionals are 

currently in high demand [3]; this can be attributed to the 
shortfall of trained professionals with adequate hands-on 
skills. Thus, a growing number of Higher Education (HE) 
institutions are offering cybersecurity courses. However, the 
traditional academic approach to education in HE institutions 
often involves lectures and seminars with a heavy emphasis on 
the theoretical teaching of the subject matter, which lack of 
practical exercises. The theoretical teaching does not provide 
students with the ability to practice and apply their acquired 
knowledge in a practical environment. Thus, the students will 
have a lack of confidence when they go to the real world. 

Teaching ethical hacking would bring a considerable 
number of benefits to cybersecurity [2]: 

1. Hacking skills can be used to discover flaws in the 
protection of data and secure operation of a system 
by testing the system by attacking it. Thus, hacking 
skills are applicable to auditing skills. 

2. Hacking skills can improve networks administrators’ 
knowledge by informing them how attacks could be 
executed to exploit systems in practice. 

3. Hacking skills provide a systems administrator with 
the improved security defence knowledge as s/he has 
to possess the same skills as the attacker. 

Proponents of ethical hacking have also introduced the 
concept of teaching information security courses at HE 
institutions. This includes teaching how to hack as well as the 
legal and ethical implications of such practices [1]. Therefore, 
HE institutions have been proponents of teaching students 
ethical hacking by investigating how hackers think and how to 
employ the tactics and exploits of hackers. However, the 
practices of ethical hacking tend to be rather costly in HE. 
Hence, they are heavily focused on theoretical teaching and 
not on practical hands-on experimentation conducted by 
students [3]. In addition, the need for experiential learning has 
been recognized in ACM’s proposed standards for IT 
curriculum [4]. To achieve this recommendation, HE 
institutions must provide their students with an environment 
for practical experimentation. 
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However, HE has to deal with a noticeable shortage in the 
technical papers that describe the implementation of ethical 
hacking techniques for hands-on lab exercises [5]. Moreover, 
HE institutions have to adhere to constraints such as budgets 
and physical space, while ensuring that they are safely 
offering students the opportunity to experiment with real-
world contemporary techniques, tools and technology [3]. 

This paper contributes to tackling the aforementioned void 
in ethical hacking education by using the VIrtual cloud-based 
cyBer secuRity trAiNing plaTform (VIBRANT) [6]. 
VIBRANT is a cloud-based platform used at Liverpool John 
Moores University (LJMU) to give students the ability to 
deploy and execute practical scenario-based exercises, which 
may not be freely deployed or executed on other environments 
due to the aforementioned constraints.  It is a project aimed at 
giving the student a real-world experience in terms of 
penetration testing by abstracting the real-world to the virtual 
world. It proposes comprehensive hands-on lab exercises that 
give every student an isolated space with admin rights to 
control various virtual machines and operating systems. The 
hands-on lab exercises are concerned with performing a 
number of different attacks (i.e. Botnet) on various real 
network scenarios. We used VMware ESXi 6.0.0 as the host 
platform, which can be accessed on and off-campus. The 
platform hosts various operating systems such as Linux 
(Ubuntu, Kali and Metasploitable2) and Windows (XP, 7 and 
2012 Windows Server). 

The layout of this paper is structured as follows: a critical 
review of the previous proposed related works is provided in 
section II. Section III shows our approach to teaching ethical 
hacking and the intended outcomes. Section IV presents 
details about the contents of the ethical hacking module 
delivered at LJMU. This section also illustrates the VIBRANT 
cloud platform used at LJMU and its features. The evaluations 
from the students’ perspectives are presented in section V. 
Section VI shows the analysis of the results attained during the 
evaluation. This is followed by our conclusion in Section VII. 

II. RELATED WORK 
Aside from ethical hacking skills literature that has been 

available on the Internet for more than a decade, there is a lack 
of works that target teaching and preparing a student to wisely 
use ethical hacking skills in the HE institutions. Z. Trabelsi 
and W. Ibrahim implemented hands-on lab exercises for three 
classic Denial of Service (DoS) attacks. Their aim was to 
teach students ethical hacking by using an isolated controlled 
environment. Although we believe it is a step in the right 
direction, the ethical hacking courses need to cover more up-
to-date attacks and find ways to emulate the current state of 
the art cybersecurity attacks. Generating randomized 
virtualized scenarios for ethical hacking and computer security 
education was proposed by Schreuders Z. C. and Ardern, L. to 
create vulnerable virtual machines with randomized 
vulnerabilities and services [8]. The project mainly targeted 
the second year undergraduate team project module by 
providing them with virtualized scenarios. However, they have 
a limited number of vulnerabilities that provided and used the 
only Metasploitable2. J. Buchanan W. et al. has used a cloud-
based environment to teach penetration testing and malware 
analysis. They used a cloud-based platform to test three 
different models, which were Network Security and 
Cryptography, Security Testing and Advanced Cloud and 
Network Forensics. However, the performance was affected 
by the lack of resources [9]. 

III. APPROACH AND INTENDED OUTCOMES 
In this project, we implemented a cloud-based platform, 

which enables students to use virtualized operating systems 
within Virtual Machines (VMs). These VMs can then be 
connected to form virtual networks. Using the platform allows 
different operating systems to run simultaneously on a single 
physical host, facilitating students with an ability to create 
more complex scenarios with minimal resources and physical 
space, which is useful for cybersecurity education in HE 
institutions. 

 
Figure 1: The pedagogic model. 
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A. Pedagogic Model 

Our main goal is to bridge the skills gap between the 
cybersecurity industries requirements of future professionals 
and the graduates that the HE institutions are producing. Thus, 
we use these requirements to enhance the knowledge and 
mechanisms of delivering the lectures. 

To aid us in this task, we used the Open Source Security 
Testing Methodology Manual (OSSTMM) [10], which was 
recommended by industry professionals due to the fact that it 
covers most of their requirements. The OSSTMM was utilized 
to analyze the cybersecurity industries’ requirements and 
address them in the lectures and hands-on lab exercises that 
have to be completed by students in the ethical-hacking labs. 
The hands-on ethical hacking exercises and security tests will 
satisfy and meet the following: 

1. Familiarize students with the modern protection 
mechanisms built around the organizations’ assets. 

2. Define the tools and mechanisms required to keep 
organizations’ assets and infrastructure operational, 
which include processes, protocols, legislation, 
personnel, partnerships etc. 

3. Investigate the interaction between protection 
mechanisms built around the organizations’ 
operational factors needed for the organizations’ 
assets and infrastructure. 

4. Identify equipment, machines, operating systems and 
software that will be needed for each test. 

5. Define and implement real-world scenarios that 
simulate the organizations’ assets and protection 
mechanisms for these assets in order to test and 
identify the limitations of their protection 
mechanisms. 

6. Determine the information and the results which 
should be obtained from the test. 

7. Assure a security test’s results are in compliance with 
the Rules of Engagement and do not give false 
expectations. 

The reported security requirements of industry professionals 
were used as a basis to design and deliver the lectures as 
shown in figure 1, which illustrates the data flow diagram of 
the designed and delivered ethical hacking lectures. Moreover, 
the recommendations will significantly influence the lectures’ 
materials and delivery mechanisms. The following step in our 
pedagogic model is the evaluation of the module in terms of 
assessing the students’ knowledge gained after finishing the 
module. The students’ knowledge will be examined by 
assessing the students’ reports that they were asked to write 
and present. In addition, the students have to demonstrate their 
results acquired from executing the hands-on exercises. 
Assessing the course’s materials requires surveying the 
students’ feedback to ensure the lectures are up-to-date and to 
examine whether they reflect systems’ vulnerabilities or not. 

 

IV. THE ETHICAL HACKING MODULE AND VIBRANT 
PLATFORM 

A. The Ethical Hacking Module 

The ethical hacking and defence module aims to teach 
students the importance of cybersecurity as well as understand 
various security vulnerabilities and cyber threats to computer 
systems and applications. It also focuses on critically assessing 
a variety of hacking, intrusion detection and firewall 
techniques and tools for the protection and evaluation of 
computer systems and applications. Furthermore, the ethical 
hacking and defence module promotes the use of appropriate 
security techniques to solve cybersecurity problems. 

The ethical hacking module was taught during the first 
semester of the 2015/2016 academic year.  As shown in table 
1, the module had a range of lectures and practical laboratory 
sessions that utilized the VIBRANT platform. Students will be 
taught the theoretical contents of each lecture, and then they 
will have the chance to apply and execute it in the provided 
environment. We believe the VIBRANT platform provides 
students with a suitable environment to perform ethical 
hacking exercises. 

B. The VIBRANT Platform 

The VIBRANT is a cloud-based virtual laboratory platform 
partially funded by the Higher Education Academy (HEA), 
UK [6]. It is used with the aim of improving teaching and 
learning in the area of cybersecurity. The platform is currently 
used by students at LJMU and will be available online soon 
for other universities to use it. 

The platform provides students with an isolated space 
which includes a number of VMs for executing ethical 
hacking exercise as illustrated in figure 2. Every isolated space 
will have a virtual network that connects all of the used virtual 
machines. Moreover, various types of VMs and operating 
systems are deployed in the platform in order to give the 
students realistic scenarios. Furthermore, the students were 
allowed to launch hands-on attacks and execute penetration 
tests. They utilized many protection and mitigation tools 
against the employed attacks such as intrusion detection and 
prevention systems. 

Figure 2: The VIBRANT platform. 
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The VIBRANT platform was implemented using the 
VMware ESXi 6.0.0 hosted platform, which offers students 
access both on and off-campus. As illustrated in figure 3, the 
platform hosted a number of isolated virtual networks. Every 
student has their own virtual network. 

 
Figure 3: An interface from the VIBRANT platform. 

V. EVALUATION 
We have conducted two different evaluations, firstly we 

evaluated students’ levels in terms of learner achievements 

and secondly, we evaluated the usefulness of the VIBRANT 
platform. 

A. Evaluating Students’ Levels 

In our pedagogic model, we used lectures to deliver the 
theoretical content of the ethical hacking module and 
demonstrations to give students the ability to explore how the 
knowledge that they had gained could be applied practically in 
the VIBRANT platform and by extension to the real world. 
We have assessed the students acquired knowledge by 
evaluating their understanding and reaction to: 

1. Ethical hacking goals. 
2. The legal implications of using ethical hacking 

outside the provided environment. 
3. Using ethical hacking as a protection strategy. 
4. The usefulness of the hands-on exercise and how 

easy they are to execute. 
5. The using of hands-on exercise outside the lab. 
6. Develop their hand-on exercises. 

The students had to deliver a report about every lab exercise 
and submit them at the end of the module. Moreover, they had 
to perform demonstrations of a chosen exercise. 

B. Evaluating The VIBRANT Platform 

In order to assess and evaluate the use of the VIBRANT 
platform, we asked students who had executed the same 
hands-on ethical hacking exercise on VirtualBox, to compare 
their experiences with using the VIBRANT platform. 
Furthermore, the criteria used to compare the platforms tries to 
assess how the students feel about the freedom to experiment 
in each platform in terms of the number of available virtual 
machines and user-rights assigned to them. The user-
friendliness, response times accessibility are also used to 
evaluate the platforms used. 

 
Table 1: Lecture’s and lab’s schedules. 

Lecture Topic Laboratory Exercise 

1 Introduction to the course (ethical hacking & 
defence)  

Deploying a virtual machine 

2 Information gathering 1: social engineering, 
footprinting  

Creating a virtual network 

3 Information gathering 2: scanning networks  Port scanners 
4 System hacking – keylogger, password cracking  Keylogger and privilege escalation via password 

cracking 
5 Honeypot  Installing and using Dionaea 
6 SQL injection attack  SQL injection attacks 
7 Understanding and attempting buffer overflows  Buffer overflow exploit 
8 Understanding and attempting session hijacking  Spoofing (man-in-the-middle attack) and session 

hijacking 
9 Denial-of-Service (DoS)  DoS attacks 

10 Trojans, backdoors and sniffers  Trojans and backdoors 
12 Hacking email accounts  Email hacking 
13 Wireless penetration testing Exercises for wireless penetration testing 
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Table 2: Students' Results 

Academic Year Number of Students Average Exam Score Average Coursework Score Average Score 

2013/2014 18 57% 68% 62% 

2014/2015 17 51% 59% 55% 

2015/2016 24 66% 68% 67% 
 

VI. ANALYSIS 
In order to analyze the students’ learner achievements and 

motivations, we designed a questionnaire, which surveyed 
student thoughts and opinions of the following areas: 

A1. Pre-configured networks had a positive impact on 
learning. 

A2. Adequate materials provided for the platform. 
A3. Exercises were clearly outlined. 
A4. Platform exercises aided practical understanding. 
A5. Platform improved learning. 
A6. Platform increased time spent on practical learning. 
A7. The platform allows the practice to be more open and 

flexible. 
A8. Platform interface was easy to use and understand. 
A9. The platform provides a realistic environment. 
A10. Platform exercises aided the ability to apply skills to 

real-world. 
A11. The platform would improve the ethical hacking 

module. 
Every aforementioned point of the covered areas reflects 

our targeted aims from teaching students ethical hacking and 
using the VIBRANT platform (given in percentages of a total 
of the surveyed students).

 
Figure 4: Areas’ present age covered by the questionnaire. 

As shown in figure 4, 100% (A10) of the students surveyed 
were satisfied with using the VIBRANT platform, which 
facilities them with abilities to apply the learned skills to real-
world scenarios. Furthermore, an interesting finding was that 
almost 50% of the students thought that the exercises were not 
clearly outlined due to two reasons: firstly, some thought more 

information was needed to be presented to students before 
they were given the exercises such as introduction to the tools 
and techniques used to perform exercises, and others asked for 
more diagrams and snapshots to be added to clarify some steps 
used to execute ethical hacking exercise. 

In addition, 92% of the surveyed students agreed that using 
the VIBRANT platform improved their learning ability and 
encouraged them to spend more time to search on ethical 
hacking experimentation. Moreover, the flexibility and 
practicality of the VIBRANT platform aided 92% of the 
students to improve their practical understanding of the 
security attacks and malicious software and defending 
strategies. Students had more than 10 machines deployed in an 
isolated virtual network to give them a real taste of a practical 
computing environment used in a real-world company. 
Therefore, 77% of the students stated that the platform 
provided them with a realistic environment. In addition, as 
shown in figure 5, 86% of the students found the VIBRANT 
platform easier and more flexible to execute their hand-on 
exercises than performing the same exercises on VirtualBox. 

 
Figure 5: Comparing usage's percentage of used platforms. 

In order to validate our choice of using VMware ESXi 6.0.0 
as a hosted platform, we asked the students to give their 
opinion of the platform’s interface and flexibility. 77% of the 
students thought that the interface of the VIBRANT platform 
was easy to use and understand.  Moreover, the students were 
asked to implement the same exercise in VirtualBox and 
compare their experience with the VIBRANT platform in 
terms of: 

1. User Friendliness 
2. Response Times 
3. Accessibility 
4. Freedom to experiment 
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The students’ feedback illustrated that 100% of the students 
found using the VIBRANT platform facilitate them with more 
freedom and accessibility to execute their exercises than 
VirtualBox as presented in figure 6. Furthermore, 100% of the 
students were satisfied with the response time of the 
VIBRANT platform for executing exercise and user-
friendliness of the VIBRANT platform. Moreover, 86% of 
students agreed that pre-configured virtual machines and 
networks had a positive impact on learning and increased the 
time that they spent on practical learning.  

Moreover, we compared the results of the ethical hacking 
module for the past three years. Table 3 showed the results 
and indicated that the VIBRANT platform recognizably 
increased the average scores for the 2015/16 academic year. 
The VIBRANT facilitated the students with more capabilities 
to study and practice hands-on exercise than previous years. 

 
Figure 6Comparing VIBRANT platform and VirtualBox. 

VII. CONCLUSION 
Teaching information security courses currently demands 

the teaching and practice of ethical hacking techniques. They 
aim at teaching students ethical hacking by investigating how 
hackers may think and how to employ the tactics and exploits 
of hackers. However, there is a noticeable shortage of 
technical papers that describe the implementation of ethical 
hacking techniques for hands-on lab exercises that can be 
conducted in an isolated laboratory environment. This paper 
contributed to fill the limited field of teaching and learning in 
ethical hacking. It introduced the VIBRANT platform, which 
is used at LJMU to provide students with the capability to 
deploy and execute practical scenario-based exercises. The 
utilized cloud platform can be accessed on and off-campus and 
it hosts various operating systems such as Linux and 
Windows. Furthermore, we had positive feedback from 
students who used it, where 92% from them said the 
VIBRANT platform enhanced their learning experience and 
encouraged them to spend more time practising with ethical 
hacking skills. In addition, 86% of the students found that 
using the VIBRANT platform is easier to execute their 
exercises than utilizing VirtualBox. 
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