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Abstract—The introduction of the concept chaos-based 

cryptography, have encouraged many researchers to design 
image encryption algorithms based on chaos theory combined 
with different forms of discrete transforms. One of these 
algorithms is proposed by Abdullah et al., (Libyan International 
Conference on Electrical Engineering and Technologies - 
LICEET, 2018). In this paper, we show that the proposed 
algorithm represents a classic textbook example of insecure 
cipher; all the building blocks of this scheme are linear, and thus, 
breaking this scheme, using the known plaintext attack, is 
equivalent to solve a set of linear equations. We also unveil 
several drawbacks of this approach, including application 
performance, speed, storage. 

Keywords: Image processing, chaos theory,  encryption, discrete 
transforms. 

I.  INTRODUCTION  

Due to the random-like behavior of the chaotic (in spite of 
being deterministic), many researchers attracted to this idea 
and rushing to publish novel cryptographic algorithm. Ever 
since the first chaos-based image encryption algorithm was 
proposed in [2], a large number of chaos-based image 
encryption algorithms can be found in recent literatures. 
Several of these algorithms combined the chaotic maps with 
different forms of discrete transforms in order to provide a 
better confusion and diffusion. For instance, discrete Fourier 
transform, fractional Fourier transform, cosine transform and 
linear chirp transform.  A comprehensive study on these 
algorithms and their classifications can be found in [3]. 
Unfortunately, many of these researchers did not follow the 
basic security requirements for the modern cryptosystems, and 
designed, although without any cryptographic skills, both 
insecure and slow ciphers. 
 

The rest of the paper is organized as follows. In the next 
section, we briefly review the details of the discrete Fourier 
transform and fractional Fourier transform. 
In Section III, we explain the image encryption scheme 
proposed in [1]. In Section IV, we analyze the scheme security 
and show how to apply the known plaintext attack. We also 
study the security and performance of the proposed algorithm 
in section V.  Finally, the conclusion and recommendations 
are presented in Section VI. 

II. DISCRETE FRACTIONAL FOURIER TRANSFORM 
(DFRFT) 

The paper [1] explained the continuous fractional Fourier 
transform, whereas their proposed encryption algorithm is 
using a discrete fractional Fourier transform.  For that, we give 
a brief mathematical backgrounds on the Discrete Fourier 
Transform (DFT) and how to obtain its fractional forms. 
 
The 푁 × 푁 DFT matrix is defined as 

퐅 . =
1

√푁
푒 ,    0 ≤ 푚, 푛 ≤ 푁 − 1 (1) 

The 1-D discrete Fourier transform DFT for a vector 퐱 is 
defined as follows, 

퐗 = 퐅 ∙ 퐱 (2) 
  
 

The DFT matrix 퐅 has only four distinct eigenvalues 1, −1, 푗, 
and −푗. Let us define a nearly tridiagonal matrix 푁 × 푁 
matrix 퐒 whose nonzero entries are [6].  

 

퐒 , = 2 cos
2휋
푁

∙ 푛 ,   0 ≤ 푛 ≤ (푁 − 1) 

퐒 , = 퐒 , = 1,    0 ≤ 푛 ≤ (푁 − 2) 
퐒 , = 퐒 , = 1.    (3) 

 
The matrix 퐒 commutes with 퐅 as 퐒퐅 = 퐅퐒. Both matrices 퐅 
and 퐒 have same eigenvectors but different eigenvalues. Using 
the eigen decomposition of 퐅 the authors in [7] defined the 
푎th-order of the 푁 × 푁 DFRFT matrix as follows,  
 

퐅 = 퐕횲 퐕  (4) 
 

퐅 =

⎩
⎪
⎨

⎪
⎧ 푒 퐯 퐯                                    for 푁 odd

푒 퐯 퐯 + 푒 퐯 퐯        for  푁  even

 

 
where 퐕 is the eigenvectors of matrix 퐅 (or S), and  횲 is a 
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diagonal matrix with its diagonal entries corresponding to the 
eigenvalues for each column eigenvectors 퐯  in 퐕 , and 퐯  is 
the normalized 푘th-order discrete Hermite–Gaussian-like 
eigenvector of 퐒. 

 
The 훼th-order 1-D Discrete Fourier Fractional Transform 

DFRFT for a vector 퐱 is calculated as follows, 
퐗 = 퐅 ∙ 퐱 (5) 

  The DFRFT inherits most of the properties of the DFT. It can 
be simply verified that DFRFT has the following 
mathematical properties: 

Linearity: DFRFT is a linear transform, i.e. 퐅 (푎퐗 + 푏퐘) =
푎퐅 퐗 + 푏퐅 퐘, where 푎 and 푏 are constants. 

Unitarity: DFRFT is a unitray transform, i.e. 퐅 = (퐅 )∗. 
The inverse of the DFRFT matrix 퐅  is defined as 퐅 . 
 
The authors in [1] used three different types of chaos functions 
in their proposed algorithm. The attack presented in this paper 
is applicable against all the three types. For the sake of 
simplicity, we use only the logistic map chaos function in this 
attack. 
 
The Chaos function logistic map is defined as, 
 

푥 = 푟푥 (1 − 푥 ) (6) 
 
where the initial value 푥  and the parameter 푟 0 ≤ 푟 ≤ 4 are 
used to generate the sequence of a real numbers with a valid 
range restricted within 0 ≤ 푥 ≤ 1.  
 

III. THE IMAGE ENCRYPTION USING DFRFT AND 
CHAOS THEORY PROPOSED IN [1] 

 
The encryption algorithm proposed in [1] is an iterative 
cryptosystem composed of two rounds. Each round uses a 
sequence of real numbers produced by one of the chaos 
functions and the DFRFT. In the first round, the 푁 × 푁  
original image (Plaintext) 퐏 is transformed to 1-dimenssional 
vector 푁푁 × 1 and then multiplied (element-wise) by the 
sequence generated by the chaos function  퐂ퟏ . The resulting 
matrix is transformed using the DFRFT of order 푎. The output 
푁 × 푁 matrix 퐂 is then multiplied (element-wise) by another 
sequence generated by the chaos function  퐂ퟐ transformed 
using DFRFT of order  푏 to get the encrypted image 
(Ciphertext) 퐘. The initial values of the both chaos function 푥  
and the parameter 푟 and also the DFRFT parameters  푎 and  푏 
are used as the encryption key. 
 

 

 
 
 

 
 
Fig. 1. The encryption and decryption processes of the scheme 

proposed in [1]. 

 

To simplify, let us use symbols  퐂ퟏ and  퐂ퟐ  as the sequences 
generated by the first and second logistic maps chaos function, 
respectively.  

Mathematically the encryption process is defined as follows, 

Encryption: 

First round: 
퐂 = 퐅 ∙ (퐏 ⨀ 퐂ퟏ) (7) 

 
   
Second round: 

  퐘 = 퐅 ∙ (퐂 ⨀ 퐂ퟐ)   (8) 
 
   
from Eq. (7) and Eq. (8) we can derive that, 
 

  퐘 = 퐅 ∙ (퐅 ∙ (퐏 ⨀ 퐂ퟏ) ⨀ 퐂ퟐ) (9) 
 
where ∙ denotes the matrix multiplication and ⨀ denotes the 
element-wise multiplication. 
 

IV. CRYPTANALYSIS OF THE ENCRYPTION SHEME 
PROPOSED IN [1] 

 
An introduction to the comprehensive types of cryptanalytic 

attacks can be found in [4].  
The general assumptions in designing any secure modern 

cryptosystem are: firstly, that the design of the algorithm is a 
public knowledge and available to the cryptanalyst, secondly, 
the cryptosystem should be resilient to several  attack models. 
We refer the reader to [5,8] for a further detailed explanation 
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of these attack models. 
 
The attack demonstrated in this paper exploits one of these 

attacks called the known plaintext attack, i.e., we assume that 
the attacker can obtain several plaintext messages and its 
corresponding ciphertexts.  

 
We also should note that, because of the six deferent values 

(two chaos functions with 푥  , parameter 푟 , DFRFT 
parameters  푎 and  푏) required to encrypt the image using the 
proposed encryption algorithm [1], the assumption that the 
same encryption keys will be used to encrypt several images is 
practical; otherwise, the reader is better off using the 
theoretically secure one-time pad algorithm [5]. 

 
The proposed encryption scheme in [1] is an iterative 

cryptosystem composed of two rounds. Each round consists 
from basic vector and matrix multiplication operations. The 
matrix multiplication is a linear operation. Thus, the output of 
each round is just a linear system. Additionally, cascading 
several rounds of linear systems results in a linear 
cryptosystem. Thus, the entire cryptosystem proposed in [1] is 
just a simple linear cryptosystem. Exploiting this fact, we can 
easily apply the known plaintext attack on the proposed 
cryptosystem to find the secret key. 

 
The following is a toy example of the proposed algorithm [1] 
where 푁 = 2. Let, 
 

퐅 = 푓 푓
푓 푓     퐅 = 푓 푓

푓 푓
    퐂 = 퐶

퐶
 퐂 = 퐶

퐶
 

   퐏 =
푝
푝  퐂 = 퐶

퐶   퐘 =
푦
푦  

 
where 퐏 is the original image transformed to one dimensional 
array, 퐂 is the output of the first round and 퐘 is the matrix 
corresponding to the encrypted image. The 퐅 and 퐅  are 
DFRFT matrices of order 푎 and 푏, respectively. The  퐂  and 
퐂  are the output sequences of the chaos functions.  
 
퐶
퐶 = 푓 푓

푓 푓 ∙
푝
푝  ⨀ 퐶

퐶
= 푓 퐶 푝 + 푓 퐶 푝

푓 퐶 푝 + 푓 퐶 푝
   

 
Mathematically, we can easily transform the multiple matrix 
multiplications in the first round to just one matrix 
multiplication, as follows, 

퐶
퐶 = 푓 퐶 푓 퐶

푓 퐶 푓 퐶
∙

푝
푝  

 
퐂 = 퐊ퟏ ∙ 퐏 (10) 

 
 
where the above 푁 × 푁 퐊ퟏ matrix is represented as the key 
matrix of the first round. 

Following the transformation of the first round, we can also 
retransform the second round relation between matrix 퐏 and 
the matrix 퐘 into a simple linear equation, as follows, 
 

퐘 = 퐅 ∙ (퐂 ⨀ 퐂ퟐ) = 퐅 ∙ ((퐊ퟏ ∙ 퐏) ⨀ 퐂ퟐ) 
 

푦
푦 =

푓 푓
푓 푓

∙ 퐶
퐶  ⨀ 퐶

퐶
=

푓 퐶 퐶 + 푓 퐶 퐶
푓 퐶 퐶 + 푓 퐶 퐶

 

푦
푦 =

푓 퐶 푓 퐶
푓 퐶 푓 퐶

∙ 퐶
퐶  

 
퐘 = 퐊ퟐ ∙ 퐂 (11) 

 
substitute the Eq. (10) in Eq. (11), we get, 
 

푦
푦 = 푓 퐶 푓 퐶

푓 퐶 푓 퐶
∙ 푓 퐶 푓 퐶

푓 퐶 푓 퐶
∙

푝
푝  

 
퐘 = 퐊ퟐ ∙ 퐊ퟏ ∙ 퐏 (12) 

 
Let 퐊ퟐ ∙ 퐊ퟏ denoted by a 푁 × 푁 matrix 퐊, then 
 

퐘 = 퐊 ∙ 퐏 (13) 
 
 
As can be seen from Eq.(13) , the entire encryption algorithm 
proposed in [1] is a simple linear cryptosystem and the 
attacker can recover the 푁 × 푁 elements of the key matrix 퐊 
using the 푁  known plaintext-ciphertext pairs, i.e.,  푁  
original-encrypted image pairs. The system of the linear 
equations can be easily solved using Gaussian elimination 
method with a complexity 푂(푁 ), or using more advanced 
techniques that can reduce this complexity to 푂(푁 . ) 
[11,12]. 
 
We should mention here that we do not claim any novelty in 
the presented attack. In fact, this attack has been widely 
applied on several image encryption schemes. For instance, 
the schemes proposed in [9,10] can easily be attacked to find 
the secret key applying only the known plaintext attack. In 
addition, in 2001 Jakimoski et al. [13] applied the known-
plaintext attack on several chaos-based encryption schemes.  
 

V. SECURITY AND PERFORMANCE OBSERVATIONS 
To prove that their proposed encryption algorithm is highly 
secure, authors often argue that the encrypted image is 
visually indistinguishable from a random noise; furthermore, 
they show how the histograms of the encrypted and original 
images are different. While this is an essential condition for 
any secure cryptosystem, this condition can be accomplished 
by almost any insecure cryptosystem such as classical ciphers. 
Thus, claiming the security of any image encryption algorithm 
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by visual inspection of the encrypted images or showing 
different histogram is inadequate practice; obtaining a noisy 
image as an encrypted image does not guarantee that the 
proposed scheme is secure.  
 
Another important observation regarding the proposed 
algorithm is that all the elements of the discrete Fourier 
transforms matrices are complex numbers and the sequence 
generated by the chaos function are real numbers. As a result, 
the encryption and decryption processes require floating point 
operations which are much slower than the operations 
implemented by any modern cryptosystems. 

 
 

VI. CONCLUSION 
In this paper, the security of a recently proposed chaos-based 
image encryption scheme [1] has been investigated, showing 
the scheme is insecure and susceptible to a known plaintext 
attack. This attack can be directly applied to reveal the whole 
secret key. We also observed that the proposed scheme suffers 
from a number of performance drawbacks such as speed and 
storage.  
 
 In summary, the modern algorithms such as the five finalists 
for the Advanced Encryption Standard (AES) [6] or the stream 
ciphers in the European ECRYPT project eSTREAM Portfolio 
[7] perform better than the above algorithm in terms of 
encryption speed, storage and bandwidth.  
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