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Abstract— Web sites designed to be dynamic, static, or 

generally combination of both. Whatever, the website certainly 

needs to be secured from any kind of attacks such as SQL 

Injection Attacks (SQLIAs). SQL Injection Attacks (SQLIAs) 

Target the access point of any website as vulnerability and use it 

to implement malicious SQL commands to perform illegal access 

to the online database. And perform illegal processes such as 

modify or retrieve private and sensitive information from the 

targeted database. This paper presents a model to detect and 

prevent the SQLIA flaws, by applying filter as first line of 

defense to detect any trying of malicious injection characters and 
parametrize the inputs of the access point. 
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I.  INTRODUCTION  

Nowadays, web applications are core in many 
contemporary organizations such as Airline reservation 
agencies, banks and employees' systems which are connected 
directly to the database where hackers may breakthrough 
sensitive information to threaten these organizations. 

SQL Injection dominant as one of the top ten vulnerabilities 
and threats to online commerce aiming the backend server. It is 
observed that SQL injection making huge impact on business 
organizations compromising database servers as reported in 
OWASP [1]. an SQL injection attack happen when the hacker 
inject SQL command by the inputs fields of the client side of 
the web browser and bypass them to the server to be executed 
at the database to retrieve data or insert or delete files. 
Moreover, it can also execute administrative operations to 
DBMS. Correspondingly, the attacker can reach to the 
operating system and execute OS commands. 

This paper presents a model to prevent SQLIA by filtration 
and parametrized queries to guarantee that the inputs from the 
Clint side will be treated as data instead of SQL command and 
also to detect any try of hacking using SQLIA. Our approach is 
implemented by .Net platform. 

 

II. LITERATURE REVIEW 

A. Types of SQL Injection Attacks 

There are multitude techniques of attack for exploiting SQL 

injection vulnerabilities in web applications. In this paper we 

describe the major types of attacks. 

1. Tautology SQL Injection 

Tautology statement is based on inserting a conditional 

statement such as (1=1) which always gives true and neglect 

anything after it by using comment symbol to consider 

anything after the symbol as comment doesn’t need to be 

executed, following is an example of using tautology SQL 

injection technique: 

Select * from usertable where username=„‟ or 1=1--‟  

Result: it shows all the records of usertable table. 

 

2. Piggybacked Queries 

This kind of attack considered danger as the attacker may use 
any SQL command. 

Statement: Select * from usertable where username='abc' and 

password = 'xxx'; 

Injected statement: drop users table  

Result: users table is deleted. 

 

3. Union query 

The injected query is linked with the original query by using 

SQL keyword, UNION, to retrieve the information from the 

tables.  

Select * from usertable where username='abc' and password = 
'xxx'; ‘union select sum (username) from users— 

Result: It shows registers of all users from user table. 

 

4. Illegal/Logical Incorrect Query 

This kind of attack manipulate the where clues to get the 

names of the tables and columns that the inquiry works on 

through using the "having" condition of the "select" statement 

to generate error message by the server. 

Select * from usertable where username = ‘ ” + g_name + ” ’ 

and password = ‘ “ + g_password + ” ‘ “ ; " having 1=1- - 

Result: Column 'usertbl.ID' is invalid in the select list 

because it is not contained in either an aggregate function 

or the GROUP BY clause 
 

B. Previous Works  

Scott and Sharp (2002) [2] their technique was based on 
applying some restrictions at the firewall level on the data 
inputs, such as symbols which helps to inject SQL commands. 
Though, these restrictions varying from web application to 
another which is a limit in this technique. 

Boyd, Keromytis(2004)SQLrand [3] built on randomization 
query by setting a proxy for assigning key to SQL statement 
after that a derandomization proxy will return the original SQL 
queries for the database. However, it’s difficult to configure 

https://www.owasp.org/index.php/SQL_injection
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and to make sure from privacy of the key. If the key is 
uncovered, hacker can reshape queries for effective attack. 

 
Starting from 2005 where McClure and Kruger [4] 

presented a method called SQL DOM (Domain Object Model) 
this technique works by making the programmer creates 
queries using a programing interface instead of utilizing direct 
string manipulation. However, changing the database schema 
will be a problem for large and medium sizes of systems and 
the maintenance procedure will be difficult. 

Halfond and Orso in 2006 [5] established AMENSIA 
which is mainly preserved by detect and prevent from SQLIA 
based on Java platforms, which is a combination between static 
analysis and dynamic as well for recognizing or stopping 
SQLIA. Nevertheless, execution is depending on the assurance 
of its static analysis. Also SQL statements which will added to 
the model won't not be sufficiently precise even if they same 
with alternate structure. 

Bisht (2010) [6] system based on symbolic execution which 
is a program analysis technique that examine all possible paths 
of a program (symbolic SQL query that is parametrized by its 
inputs) which have same limitation of symbolic execution. 
Such as, Path explosion issue requires developer’s interference. 

K.Randhe, V.Mogal(2015) [7] applying the Sanitization 
Application at Reverse Proxy server, This security system 
segment into two modules which one is Signature Check and 
another is MD5 Hashing. Conversely, the need of retrieve data 
from the database will make this technique ineffective as the 
hashing will change the data as we can’t turn a hash back into 
its original string (one-way operation). 

 

III.  THEORETICAL FRAMEWORK 

As shown in figure1 the model works by applying filtration 
model in application layer to detect and prevent the 
susceptibility characters or Meta characters to prevent the 
malicious attacks from accessing the data’s from database then 
transforming the inputs data to parameter value, in this way we 
make sure that the inputs cannot be used as part of SQL 
command when they will be send to the back end at the 
database. 

By Calling the secure SQLR function in the main program 
which takes the SQL command that contain the select 
statement and search for the where word which indicate that 
there are at least on value in the statement, instead it will return 
the same SQL command as there are no input. Then it will 
count these values to put them in array by counting the number 
of ands in the select statement plus one which will give us the 
number of parameters or values. 

Subsequently, the system will take the SQL command and 
replace the values with the parametrized one which signed by 
the symbol @ for example: 

Select * from usertbl where Usr='Mai' and pass = '123456'; 

It will become as: 

Select * from usertbl where Usr=@Mai and pass = 
@123456; 

Thus, the new SQL command will have returned to the main 
class to be executed safely, and by this we guarantee that no 
SQL injection will succeed to penetrate any database using our 
approach. 

 

   Fig. 1. Flow Chart of Parametrized inputs model 

We apply our system on PC with 2.4 GHz processor and 4GB 
RAM. Additionally, a Visual studio 2008 framework used and 
connected to Microsoft SQL 2008 database. 

On a trail of employee application starting with the login page 
which is the gate to access the web application, two Scripts 
have been applied for the system which are: 

1. without prevention scenario, to show how SQLIA 
happened and its real effect on the system. 

2. With prevention scenario to show how our approach 
prevent SQLIA attacks and how it successful securing method. 

Starting with the case of choosing the not prevention option, 
and assuming a hacker have used a tautology Attack which is 
using the logic sentence gives always True such as 1=1. 

The black list of the filtration model works by deleting the 
special characters which helps on inject the malicious SQL 
command such as: “Select”, “convert”, “--’ , “drop”, “; “,” 
insert”, “delete”, “xp_”,  ‘. 
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   Fig. 2. Tautology Attack With No Prevention Option 

Figure 2 shows how the attacker succeeds using to penetrate 
the login system and gain the database of the employee as can 
see by the figure. In contrast, as shown in fig3 activating the 
other option which is using our security system in prevention 
button and try the same attack following figure shows the 
result. 

 

   Fig. 3. Tautology Attack With Prevention Option 

Moreover, let assume an attacker trying another type of SQLIA 
which is Illegal/Logical Incorrect Query as shown in figure 4 
by tapping ' having 1=1-- in the username box to gain some 
information on database from the error messages. 

 

 

Fig. 4. Illegal/Logical Incorrect Query Attack With No Prevention Option 

 

Accordingly, figure 5 shows the result of Illegal logical 
successful attack in figure 4 returned an error message gives a 
table name and field ID which used in database (usertbl) this 
should be hidden information from unauthorized people.  

In case of using prevention option with our security system the 
result is showing in the following picture 

 

 

Fig. 5. Illegal/Logical Incorrect Query Attack With Prevention Option 

 

Another Type of SQLIA attacks has been experimented on our 
system for both scenarios in figure 6 which is union query 
attack by tapping string ' union select sum (column name) from 
(table name) -- in the username box which is used for gathering 
more information on the system it has been succeed on the 
unprotected system and failed on the prevented system as 
shown in figure 7. 

 

 

Fig. 6. Union Query Attack without Prevention 
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Fig. 7. Union Query Attack with Prevention Option 

 

The fourth and last type of SQLIA attack which applied to our 
experiment and shown in figure 8 is the Piggybacked query 
Attack which can make damages for the database by erasing 
tables from the system, the protected option has defeat the 
attack unlike the unprotected system as the attack has succeed 
by passing the query to the server side and implemented 
successfully causing erase of the specified table. 

 

 

Fig. 8. Piggybacked query Attack with Prevention Option 

 

The previous figures show the four common types of SQLIAs 
Attacks and its effect on the database and how the prevention 
option blocked all of them form breakthrough the application to 
the database. 

 

IV. SQLIA PREVENTION ACCURACY 

We experiment common types of SQLIAs which are: 
Tautologies, Illegal/Logical Incorrect Query, Union query and 
Piggy-Backed query on the simulated application and its effect 
on the database and how the prevention option blocked all of 
them form breakthrough the application to the database. 

Moreover, our model overcomes all the shortages or the limits 
of related works which mentioned in in the literature review. 

 

Table 1: SQLIA’S Prevention Accuracy 
 

 

V. CONCLUSION 

In this paper we presents a model to prevent SQLIA from 
accessing the database by filtering and parametrize the inputs 

which are the access keys to the system, as mentioned and 

approved in many papers that one of the best solution of 

SQLIA is through applying prepared statement by the 

developers for prevention of SQLIA or in the .NET framework 

by parametrize the queries to block the gaps malicious which 
hacker used to send his SQL commands through them to take 

advantage of the server and as recommended by many authors 

and security organizations such as OWASP[8].  

Granted, without affecting the web program and without 

making many changes on the original code this features make 

our approach easy to apply and robust technique to all types of 

SQLIAs. In particular, the common types of SQLIAs have 

been tested and our module has prevented all of them from 
accessing the system successfully. 
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