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ABSTRACT 

pfSense is an open source firewall based on FreeBSD that 

can be implemented as a full featured Security Gateway 

Appliance, In this paper we describe how to use the benefits 

of pfSense to accomplish the Libyan Academy of Graduate 

Studies’ requirements by implementing a firewall with 

minimum to no cost as the backbone of the network without 

losing connectivity for users on their production network. 

This functions as a security gateway and acts as second 

layer of security performing packet flirting, double Network 

address Translations. It also provides network 

administration through access restriction per user using 

captive portal and equally distributes and load balance the 

bandwidth to the internet. After setting up security 

measures, it is always important to monitor network 

activities, troubleshoot network issues using pfSense and 

configuring sensors for warnings and alerts to detect 

network outages and protocol failure. 

  

Keywords: pfSense; Security Gateway Appliance; Double 

Nat; Access Restriction; Monitoring. 

I.  INTRODUCTION  

In this modern era, organizations greatly rely on 
computer networks to share information throughout the 
organization in an efficient and productive manner. 
Organizational computer networks are now becoming large 
and ubiquitous. If each staff member has a dedicated 
workstation, a large-scale company would have few 
thousand workstations and many servers on the network. It 
is likely that these workstations may not be centrally 
managed, nor would they have perimeter protection. They 
may have a variety of operating systems, hardware, 
software, and protocols, with different level of cyber 
awareness among users [1,4]. These thousands of 
workstations on company network are directly connected to 
the Internet. This sort of unsecured network becomes a 
target for an attack which holds valuable information and 

displays vulnerabilities. Firewalls, like routers can use 
access-lists to check for the source and/or destination 
address or port numbers. Most routers however, don’t spend 
much time at filtering, when they receive a packet, they 
check if it matches an entry in the access-list and if so, they 
permit or drop the packet [1]. 

PfSense is a free, open source customized distribution of 
FreeBSD tailored for use as a firewall and router, entirely 
managed in an easy to use web interface. This web interface 
is known as the web-based GUI configurator or WebGUI 
for short. No FreeBSD knowledge is required to deploy and 
use pfSense. PfSense is a customized distribution based on 
the m0n0wall project, a powerful but light-weight firewall 
distribution. PfSense builds upon m0n0wall's foundation 
and takes its functionality several steps further by adding a 
variety of other popular networking services. The pfSense 
project was started in September 2004 by Chris Buechler; 
one of the great things about its design is that it runs entirely 
from RAM, the entire OS and all applications are loaded 
into RAM at boot time. This is a great design for embedded 
systems, for performance and reliability reasons. PfSense is 
used in about every type and size of network environment 
imaginable and is almost certainly suitable for any network 
whatever its diameter [2]. 

II. PFSENSE FEATURES 

pfSense has a wide range and variety of features and 
services, all can be implemented to suit any organization’s 
needs from securing to restricting to even monitoring every 
packet that enters and leaves the network with alerts and 
warnings when there is a fault in the network.  

The features include and not limited to Firewall, State 
table, Network Address Translation (NAT), High 
Availability, Multi-WAN, Load Balancing, VPN, PPPoE 
Server, Dynamic DNS, Captive Portal. The placement of the 
firewall is shown in Figure 1. 
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Fig. 1: Firewall Implementation 

 

III. CURRENT TOPOLOGY FOR LIBYAN ACADEMY  

 

Many small enterprise networks do not grow 

significantly large over time. Therefore, a two-tier 

hierarchical design where the core and distribution layers 

are collapsed into one layer is often more practical. A 

“collapsed core” is when the distribution layer and core 

layer functions are implemented by a single layer. The 

primary motivation for the collapsed core design is reducing 

network cost, while maintaining most of the benefits of the 

three-tier hierarchical model. 

The Libyan Academies network design collapsed the 

distribution layer and core layer functionality into multilayer 

switch devices, the hierarchical network model provides a 

modular framework that allows flexibility in network design 

and facilitates ease of implementation and troubleshooting. 

Figure 2 shows the original topology for the Libyan 

Academy production network with the core switch and 

Adaptive Security Appliance (ASA) firewall act as the 

gateway. All traffic destined to the outside WAN is 

forwarded by the CoreSwitch to the ASA. 

 

      

 

Fig. 2: Current Network Topology for the Libyan Academy 

IV. INSTALLING NON-INTRUSIVE REMOTE 

IMPLEMENTATION OF PFSENCE 

Unlike most common commercial firewalls offerings, this pfSense 

implementation project focuses on the software portion of the 

firewall. This accomplished by tailoring the hardware to meet 

network environment specific needs. 

For a more flexible and modular system with the best possible 

performance solution, while managing costs and add-on packages, 

the hardware selected for pfSence implementation has to have 

special specification which are listed in Table1. 

 

Table 1: pfSense Recommended Specifications on Bare-metal. 

 

 

Since pfSense is open source software that can be 

downloaded for free from the pfSense website in the ISO 

format. After downloading all the prerequisites and setting 

up the basic configuration, a bootable disk containing 

pfSence image needs to be created. The device will 

recognize the created image and start the installation wizard 

immediately after the boot process.  

An article rule in the Libyan Academy’s Security Policy 

prohibits network engineers from losing connectivity to the 

internet during normal working hours due to upgrading, 

monitoring and administration of the production network. 

The challenge facing the team is choosing the correct 

methodology of implementing pfSense non-intrusively 

without interrupting connectivity, even though the pfSense 

will be installed in the backbone of the network between the 

Core Switch and the ASA.  Combine the above mentioned 

tasks with the task of remotely configuring the ASA, 

CoreSwitch and pfSense to be managed remotely using 

internet VPN tunnel to the remote network. Only physical 

connections were done locally, but the rest of the 

configurations including implementations of pfSense and 

backbone devices configuration were done remotely. These 

include setting up pfSense as a monitoring tool and access 

control with all of its features according to the Libyan 

Academy Security Policy. All these tasks must be 

accomplished without losing connectivity to the internet as it 

will destroy the tunnel and prevent remote configurations 

and also violates Academy policies. As this may sound 

formidable task since the backbone of the network is the 

perimeter edge to the outside which carries all the user 

traffic, it is still possible if all details of the network are well 

studied and analyzed [5]. 

Professional reading and understanding of the current 

configurations in well documented network infrastructure 

have helped the team to precisely and carefully implement 

advance configurations in an orderly manner which 

prevented the loss of user packets during the implementation. 

Few days were spent on the emulation of the entire Libyan 

Academy network using GNS3 to find the best solution for 

non-intrusive implementation. 

To accomplish this, the following brief steps (exclusively 

in this order), were agreed on which proved in simulation 

that it will not jeopardies the project:  
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1. On the pfSense, two static gateways and one static 

route were created. IPv4 addresses assigned and 

Network Address Translation (NAT) created for 

internal access to the outside with needed rules to 

pass required traffic. 

2. On the ASA, new interface and IP address were 

assigned. A new routing entry with a new dynamic 

NAT statement was configured. All required 

configurations needed to pass traffic from the 

pfSense to the outside were completed.  

3. On the Core Switch, a new default route also known 

as gateway as last resort was created to forward all 

traffic to the pfSense. 

4. On the ASA, a static NAT statement was 

configured to translate all traffic from the pfSense 

to the outside and vice versa. All the dynamic NAT 

statement and other no longer needed 

configurations were removed. Table 2 summarizes 

all important commands needs to configure on the 

Adaptive Security Appliance (ASA); steps 1 to 4. 

5. In order for the pfSense to gain internet access and 

to be managed remotely, it is necessary to configure 

dynamic NAT on the ASA ISA interface destined to 

the outside, also one must configure an access-list 

to permit all traffic sourced with the LAN subnet 

and the pfSense WAN IP address to the outside, and 

to configure port forwarding for remote 

management on a preset port to be forwarded to the 

pfSense on port 80.  A rule also need in the existing 

port-forward access-list to permit all traffic destined 

to the pfSense on port 80. 

ASA# object network pfsenseWAN 

ASA# host 10.17.100.2 

ASA# nat (ISA,outside) dynamic interface 

ASA# access-list 102 extended permit ip object pfsenseWAN any 

ASA# access-group 102 in interface ISA 

6. A NAT rule is already configured to translate all 

LAN sourced traffic to be translated from any 

source to the outside interface: 

ASA# nat (any,outside) dynamic interface 

ASA# object network pfsense80 

ASA# host 10.17.100.2 

ASA# nat (ISA,outside) static interface service tcp 80 5555 

ASA# access-list portforward extended permit tcp any object     

        pfsenseWAN eq 80 

7. The pfSense web GUI can now be accessed 

remotely using an internet connection by entering 

the public ip address in the browser with the preset 

port in the following format (165.16.113.202:5555), 

the traffic well be forwarded to the pfSense on the 

translated address (10.17.100.2:80). Note that the 

pfSense has Browser HTTP_REFERER 

enforcement enabled by default which prevents 

HTTP access from the outside, in order to gain 

access one must disable HTTP_REFERER by 

clicking on system tab and selecting advanced 

configuration page [5, 6]. 

 

Table 2: Summarized required Configuration on ASA 

Object Groups for NAT 

ASA# object-group network my-group 

ASA# network-object 192.168.0.0 255.255.0.0 

ASA# object network NAT 

ASA# subnet 192.168.0.0 255.255.0.0 

ASA# object network Core 

ASA# host 192.168.10.254 

Access-list to permit traffic sourced from the LAN to any destination 

ASA# access-list 102 extended permit ip object-group my-group any 

ASA# access-group 102 in interface inside 

Static Default Routing and NAT 

ASA# route outside 0.0.0.0 0.0.0.0 165.16.113.201 

ASA# object network NAT 

ASA# nat (any,outside) dynamic interface 

Port Forwarding and SSH Enabling on ASA 

ASA# access-list portforward extended permit tcp any object Core eq 

telnet 

ASA# access-group portforward in interface outside 

ASA# object network Core 

ASA# nat (inside,outside) static interface service tcp 23 5554 

ASA# ssh 0.0.0.0 0.0.0.0 outside 

 

V. UNDERSTANDING THE PFSENSE IMPLEMENTATION 

After completing all the steps mentioned above, all 

traffic has now been forwarded to the pfSense which acts as 

the gateway of last resort and performs double NAT to 

securely connect all internal host to the outside while safely 

hiding the internal network. pfSense is now the security 

gateway of the new implemented network and acts as the 

edge perimeter connection device to the internet. This new 

firewall, pfSence, will be further configured to limit 

undesirable traffic, monitor users’ access and filter packets. 

Figure 3 shows an overview of the final network topology 

diagram. All configurations other than the remote access 

have been set up and accomplished remotely during office 

hours of the Libyan Academy without losing connectivity or 

disruption of users’ activities [3]. 

 



572 

ICTS24632019-CI1072 

 

  

 
Fig. 3: New Implemented Network Topology 

VI.  IMPLEMENTING PFSENSE SERVICES 

 

A wide range of features and services of pfSence can be 

implemented depending on the requirements and policies of 

the Libyan Academy from restricting user access and 

limiting bandwidth to monitoring traffic entering and 

exiting an interface. Many rules have been implemented per 

IP, per port number and per protocol in order to maintain a 

strong and healthy network and keeping track of network 

activities, getting notifications when a fatal or critical error 

occurs. User friendly interfaces and live graphs and statistics 

have been setup to ease troubleshooting and management of 

the network. In this paper we are only going to document 

selected key features and services, as pfSense has a wide 

range of services which cannot be elaborated here. 

A. The Dashboard 

The dashboard is the homepage of the pfSense web GUI. 
It provides an overview of the most important 
configurations and status for ease of management and 
troubleshooting. We have customized the dashboard for the 
needs of the network. Shown in figure 4, we have tailored 
the GUI for the key features and sensitive services of the 
network so that the administrators and network engineers 
have an easy and flexible experience without being 
overwhelmed by information displayed. pfSense provides a 
wide range of features that can be furtherly extended. Few 
packages have been downloaded adding new features and 
upgrading current network with a highly modular system 
with the most posable flexibility to meet any network 
administrators and security manager’s needs. 

 

 
Fig. 4: Customized pfSense Interface Dashboard 

 

B. Traffic Shaper 

 
It is always an important option to be able to limit the 

bandwidth of specific hosts by source or destination to 
prevent that host or service to hog the network bandwidth 
and prevent other hosts from using network resources. 
Traffic shaper utilizes the existing network bandwidth to 
provide a stable and trusted network with no sudden loss or 
drop in network bandwidth. Getting started with traffic 
shaper first we’ve created the two limiters (commonly 
known as pipes) one for limiting upload bandwidth and the 
other for limiting download bandwidth, after creating the 
pipes we’ve created a rule in the LAN interface to permit a 
certain IP or alias source to any destination and specify 
which pipes to be used in the advanced rule configuration 
[2]. 

To configure traffic shaper, navigate to Firewall/Traffic 
shaper/limiters and create the first pipe as shown in figure 5 
below as the download limiter with the mask set to Source 
address for the pipe to be used for download and select a 
schedule from the drop-down menu to limit the bandwidth 
only during certain hours. The second pipe will be 
configured similarly but will be used for upload bandwidth 
limiting and will have the mask set to destination to limit 
download traffic with a different bandwidth and schedule 
set. Now that the pipes have been created, we’ve created a 
new rule in the LAN interface to apply the traffic shaper. 
We first set the rule action to allow traffic to pass though the 
interface to LAN, in the source address field, we’ve entered 
an entire subnet  wih an Alias to group addresses an ease of 
management, here we used an alias previously created 
called CCTT_User and set the destination to any in order to 
apply to any destination. Before adding the rule one must 
add the in and out pipes to the rule specified for the traffic 
shaper to take effect. On this specific rule, There are more 
options for selecting the uploading limited for the in pipe 
and download limiter for the up pipe [3,4]. 
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Fig. 5: Traffic Shaper 

 

C. Source Operating Systems Restrictions 

Knowing which operating systems are being used in 

Libyan Academy, it is always a good idea to block untrusted 

operating systems especially those that are known to be used 

by attackers i.e. common OS for attackers is kali Linux. 

In this project we are going to create a flouting rule on 

both the LAN and WAN interface in any direction to block 

any traffic sourced from a host that runs on Kali Linux 

operating system. It is possible to block any OS desired but, 

in this project, we are going to use Kali Linux for 

demonstration proposes only. 

To create the flouting role, we’ve navigated to 

Firewall/Rules/flouting to create a new rule, and in the 

action field we’ve selected reject from the drop-down menu 

and immediately apply this rule when matched and select 

both LAN and WAN with any direction. In the source 

address section and destination address we’ve used any. 

Displaying advanced option and selecting Linux from the 

Source OS field, this will block all traffic sourced from a 

host running on Linux OS. 

D. Captive Portal 

Captive portal user access system redirects all hosts that 

are not in the allowed IP addresses list or in the allowed 

MAC address list to a pre-defined login page for authorized 

users to login from a user database or a vouchers database. 

The difference between users and vouchers is that a user is 

permanently created with a username and password, and in 

vouchers a random database is created for users with limited 

hours access. Each voucher has one time use policy and the 

voucher is terminated after the time limit has been 

exceeded.  In this project the Libyan Academy has 

requested  requested to redirect all users after login to the 

Libyan Academy web page and to limit only VLAN 30 

internet access through the captive portal using both user 

and voucher database. Each user has only 6 hours of internet 

access per day with a limited bandwidth of 256Kbps 

download and 512Kbps upload. All other VLANs have 

normal internet access with no captive portal restrictions.  

We have configured Captive Portal with idle timeout field 

of 10 minutes and the hard timeout 360 minutes, this forces 

logout after 6 hours of being logged. After-authentication 

users are redirected to URL of the Libyan Academies web 

page for users who havesuccessfully logged in.  

Next we need to create a local user database to be used 

for login, a new group is created and assigned its captive 

portal privileges with a username and password. At this 

stage, we have successfully created a Captive Portal host 

internet access restriction with a local user database and a 

voucher database in VLAN 30 and allowed all other VLANs 

to access the internet without any Captive Portal restrictions. 

Figure 6 shows the browser on any host in VLAN 30 will be 

automatically redirected to pfSense Captive Portal login 

page.  

 
Fig. 6: Captive Portal Login Page. 

E. Traffic Graphs 

One of the pfSense monitoring features is traffic graph 

which provides live detailed traffic statistic about every 

interface in the form of a graph. Customized view to the 

specific needs of Libyan Academy to give an overview of 

network traffic and help troubleshoot,  manage and even 

improve network reliability and satiability by constantly 

monitoring and reading the traffic graphs and finding issues 

and drops and high bandwidth usages and repairing it as 

necessary. Shown in the Figure 7, we have used well known 

site speedtest.net to monitor traffic graph in real time as it 

enter and leave interface. 

 
Fig. 7: Traffic Graph 

F. Monitoring 

In order to provide a fully qualified and easily managed 
system, pfSense introduces a monitoring feature to cover 
any gaps in the monitoring and troubleshooting aspect. This 
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service provides a fully customizable detailed graph and 
statistic record for every system and traffic activity per 
interface and per service and per protocol in a well-designed 
and intractable graphs. Records can be customized for a 
certain overview based in time expansion by the year, 
months, weeks, days and  hours with an overall network 
performance under different circumstances to be read and 
monitored by the network administrator to keep a healthy 
and clean network. Figure 8 is an example of the monitoring 
feature adjusted to have WAN traffic activity on the left axis 
and LAN traffic activity on the right access with a 1-month 
period and a resolution of 1 hour in a line style graph. This 
will help network enginers manage, troubleshoot and 
increase reliability and even forcast traffic behavior during 
office hours. 

 

 
Fig. 8: Monitoring Interface 

 

VII. CONCLUSION  

This research, focused and successfully implemented the 

pfSense as the backbone of the Libyan Academy, without 

losing connection to the internet, and installing (captive 

portal) feature for the students in the Libyan academy and 

gave them access by (username and password), traffic 

shaper for all employees in the academy by limiting the 

bandwidth usage, filtering hosts access by source operating 

system , and schedule time for applying these rules and 

features in pfSense, monitoring the traffic of more than 500 

users in the academy network, monitoring per host, per 

interface, per rule, and monitoring the CPU usages of the 

Security Gateway Appliance. Professionally with merit and 

success the Libyan Academy has many features, restrictions, 

services implemented in the network environment that 

accomplished their needed to make their network safe, 

easily management and more stable. 
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