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Abstract—The evolution of Software-Defined Networks 

(SDN) with the programmability and centralized control has 

attracted various vendors, research groups and universities. 

The basic feature in SDN architecture is the physical 

separation of control level from data level. The control level 

maintains network status and provides instructions to the data 

level that forwards the data packets according to these control 

instructions. SDN forensic is a newly developed branch of SDN 

security and digital forensics. This paper focuses on the 

collection stage of SDN forensics. Our contribution in design 

and implement a Forensic Logger for OpenFlow VSwitches in 

infrastructure of SDN layer using python language and 

mininet emulator. 
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I. INTRODUCTION  

SDN foster the programmability of the network by 

decoupling the data plane from the control plane. The basic 

idea is to allow the infrastructure devices to perform only 

the forwarding task while decisions about where the data is 

forwarded are centralized to a controller. Consequently, 

routers in SDN are no longer responsible for running routing 

algorithms to calculate their forwarding tables [6].  
 

The SDN architecture in figure 1 shows three layers: 

infrastructure layer, control layer, and application layer. The 

infrastructure layer or data plane is responsible for 

forwarding packets by switches. The control layer contains 

the controller to manage the infrastructure layer. In the 

application layer, the management applications can interact 

with network services. There is also a need for southbound 

and northbound interfaces to enable the controller to 

communicate with the other two layers [9]. 

 
Since the beginning of OpenFlow [10], the SDN has 

spread widely. The OpenFlow protocol was proposed as a 

platform for enabling innovation in SDN networks. The 

OpenFlow protocol provides the communication between 

the control and the data level. The OpenFlow is used to 

enable programmable flow tables which specify a procedure 

for each packet associated with a specific stream. The flow 

table is dynamically configured by the control plane. When 

a new package arrives to the switch it may be dropped, 

flooded by all output ports, sent to a specified output port, or 

sent to the network Controller. 

 

The procedures of digital forensics includes 

identification, collection, analysis, and reporting. 

 

 In an identification stage, SDN forensics determine the 

location of the evidence against malicious attacks. Each 
SDN layer provides several forensic information. The 

application layer consists of various applications and 

application program interface (API) that can be used to 

record malicious events that occur during attacks through 

malicious applications. The control layer is used to track the 

host location by looking at its IP, its media Access Control 

(MAC) addresses, the virtual local area network ID,  and 

location. The infrastructure layer contains OpenFlow table 

entries which provide useful statistics on generated network 

flows from source to destination.[8]. 

 

In a collection stage, SDN forensics collect the 
information and record from the identified different layers. 

However, the main challenge of this stage is it the integrity 

of the evidence that can be tampered. Where the attacker 

can modify the collected evidence. Moreover, the trusted 

evidence problem hasn’t addressed yet.  

 

In an analysis stage, SDN forensics finds the root cause 

of the attack from the collected evidence. To reconstruct the 

sequence of events that explain the unexpectedly behavior 

of SDN network and find the source of the attack, the 

analysis stage assumed to be on overall the three SDN 
layers.  

 

In a reporting stage, SDN forensics compiles all the 

results obtained from the previous investigation process. 

The reporting stage delivers a legal document that describes 

the investigation processes in detail. 
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In this paper we design and implement forensic logger 

SDN that enables the investigation through OpenFlow 

VSwitches in infrastructure layer. The implementation of 

the forensic logger by using python language and mininet 

emulator. 

  

       
 

Fig. 1: SDN architecture 

 

 

The mininet is a network emulator that provides a fast, 

typical workflow for SDN networks.  

 

The rest of this paper is organized as the following: 

section II provides background of SDN forensics. Section Ⅲ 

discusses the related works. Section Ⅳ and section Ⅴ 
describe the design and implementation of the proposed 

system. In section Ⅵ we conclude the paper and the future 

work.  

II. BACKGROUND 

 

The increased popularity of SDN encourages the digital 

forensic and SDN security researchers to interest in forensic 

SDN. In this section, we discuss digital forensics, network 

forensics and SDN forensics. 

 

A. Digital Forensics 

Digital forensics has nearly three decades of history. The 
first attempts of digital forensics were to collect evidence 

from the hacked system. The researches of digital forensics 

is mostly focused on analyzing the collected evidences. The 

digital forensics are divided into forensics computer system 

and forensics network. Forensic computer system refers to 

data recovery, disk analysis and operating system, it aims to 

discover clues, deleted content and illegal content in 

personal computers. The forensic network examines 

network traffic and events in order to find violations, 

uncover the offender's identity, and provide all the evidence 

in a consistent manner [12]. 

 

B. Network Forensics 

The Network Forensics is the field of applying forensic 

science for computer networks to detect the attacks and 

source of network crimes. The main purpose of the forensic 

network is to identify malicious activities from traffic 

records, discovers their details, and assesses damage [12]. 

C. SDN Forensics 

The distribution of SDN forensics is easier than 

traditional network forensics. However, the SDN networks 

is still in its early stages therefore researchers need 

considerable efforts to develop SDN forensics standards and 

protocols. [8] has highlighted some information in the SDN 

layers that can be used during SDN forensics procedures. 

This information mainly located in the application, control, 

and infrastructure layers.  

 
The application layer contains numerous management 

applications along with application program interface (API). 

The SDN forensics can use the application layer to extract 

malicious events which occurring during attacks through 

malicious applications. 

  

The control layer holds the controllers that centrally 

manage the control flow. The SDN controller's direct 

infrastructure layer’s switches to send packets. The control 

layer consists of different services such as Link Discovery 

Service (LDS) and Host Tracking Services (HTS). These 
services responsible for tracking host locations and 

OpenFlow switches links [3]. The SDN controller manages 

and modifies switches’ forwarding tables which known as 

flow tables by means of the southbound APIs such as 

OpenFlow. This information can be used to track the 

location of the host by looking at its virtual local area 

network ID, IP and media access control (MAC) addresses.  

 

The infrastructure layer forwards the packets from one 

host to another using L2 switches or L3 routers based on 

flow tables. The flow table entries can be collected to 

provide information regarding malicious flows.  
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Therefore, SDN forensics should cooperate all SDN 

layers to reconstruct the attack events and find the root of 

the attacks.  

                                 

Fig. 2: VSwitch architecture connected to the proposed system 

 

III. RELATED WORK 

The SDN forensics research is very thin, the previously 

proposed SDN forensics can be classified based on SDN 

layers into three types forensics infrastructure layer [2,4,5], 

forensics infrastructure and control layer [3], and forensics 

application layer [7]. 

 

Provenance Verification Point (PVP) [2] was proposed 

as a lightweight middle box situated on SDN infrastructure 
layer. The traffic is mirrored through passive PVPs, which 

reports the information to the network administrator. PVPs 

investigate and detect previously unobservable attacks such 

as data exfiltration and collusion between compromised 

nodes in untrusted environments. However, PVP can’t 

actively detect exfiltration attempts, moreover, PVP 

assumes that SDN controller can’t be compromised by an 

adversary. 

   

Centralized Forensic Middlebox (CFM) [3] expanded 

PVP by investigating both SDN control layer and SDN 

infrastructure layer. CFM could handle attacks that affect 
both infrastructure and control layers. However, the 

investigation is limited to perimeter of neighbor controller. 

Moreover, each controller should deliver regular updates 

periodically to the centralized model for synchronization. 

 

Forensic Controller (ForCon) [4] was proposed as an 

application runs on SDN infrastructure layer. ForCon 

contains two distributed agents, SDN agent and Mirror 

agent, communicate using a ForCon Protocol (FCP). SDN 

agent runs on the infrastructure layer to monitor the 

connected devices of each controller, if Vswitch’s VM in 
SDN infrastructure layer migrated, then SDN agent informs 

the mirror agent and the SDN controller has to change the 

relevant flows on the involved Vswitches. However, ForCon 

assumes that network controller cannot be compromised by 

an adversary. 

  

 [5] Expanded ForCon and proposed distributed agents 

using open source based application. However, [5] is limited  

 

 

to SDN infrastructure layer under non-compromised 

network controller. 

 

[7] introduced a novel forensic layer of SDN architecture 

known as FML, which possess two parts C-FML and D-
FML. The C-FML is used to investigate malicious traffic in 

a single controller includes traffic generated from 

infrastructure layer. The D-FML is used to investigate 

spoofed information that injected in distributed controllers 

during controller updates that are shared among each other 

for their synchronization. 

IV. ARCHITECTURE DESIGN  

In this section, we present the architecture design of the 

forensic logger for SDN networks. Our design is based on 

the OpenFlow controller [10]. The OpenFlow controller is a 

type of SDN controller that uses the OpenFlow protocol. 

The OpenFlow Controller uses the OpenFlow protocol to 
connects and manages network devices. The OpenFlow 

controller can add, update, and delete flow entries in flow 

tables. The flow table in each switch contains a set of flow 

entries and each flow entry consists of match fields, 

counters, and a set of actions which are applied to the 

matching packets to determine the best path for application 

traffic. Our design consists of three modules: Traffic 

Collection module, Filter module, and Indexing module. 

 

A.  Traffic Collection Module 

The Traffic Collection model collects the decrypted 

pipeline traffic and save it temporary for further processing. 

The data packets which flowing in OpenFlow switches are 

firstly received by ingress port that could be a physical port, 

logical port or reserved port. Secondly, the packets are 

processed by the pipeline which contains a set of linked 

flow tables. Each flow table contains a set of flow entries 
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that provide matching, forwarding, and packet modification. 

Lastly, the packets are forwarded to the destination by the 

output port. 

 

 
(a) Output of filter module 

 

 

 
   

(b) Output of indexing module 

 

     Fig. 3: Collected information format 

 

B. Filter Module 

The filter model separates the linked flow tables into 

chunks of flow entries. Figure 3.a shows the flow entry 
format as the   following: 

 

 Match fields: is used to check the packet header of 

the incoming packet that received by ingress port and 

match it with the flow entries in the flow table.  

 Action: is used to provide the required action in 

case of matched flow entry.  

 Counters: is used to count the number of matched 

packets. 

 Priority: is used to give the priority to a specific 

flow entry. 

 Timeouts: is the idle time before flow is expired by 

the switch. 

 

C. Indexing Module 

The indexing model provides quick access to the 

database by adding tow fields to the basic flow entry fields 
as shown in figure 3.b, the time field and flow Entry ID 

field. The time field tags the time information to identify 

when a packet was processed in the pipeline. The flowEntry 

field provides a unique index for each flow entry. The 

indexing model automatically creates the flowEntry ID 

value. 

V. ARCHITECTURE IMPLEMENTATION 

This section describes the implementation details of the 
proposed system. We start with an introduction to Mininet 
which we have used to emulate the proposed system. Then 
we perform experimental example and show the result.  

 

A. Mininet 

Mininet [11], is an emulator used to create realistic SDN 

networks, running real kernel, switch and application code. 

The mininet uses the OpenFlow protocol to connect the 

SDN network which consists of hosts, witches, routers and 
links. The mininet components acts as real components, 

these components use lightweight virtualization on a single 

linux kernel. The mininet has lots of tools such as ipref, scp, 

wireshark,ovs-dpctl, and miniedit.  

     

B. Expermintal example  

 Our testbed consists of HP laptop with windows 10 home 
edition with intel i7 (2 core, 4thread) CPU and 4 GB of  

           

                       
                   Fig. 4: proposed system architecture  

 

RAM. The SDN network is emulated inside a mininet v2.2.2 
based on ubuntu 14.04.4 virtual machine. The mininet VM is 
installed on VirtualBox v4.3.12. The available built-in 
devices in mininet are controllers (remote, in-band, 
openflow, and OVS), switches (open vswitch kernel mode, 
indigo virtual switch, userspace switch, and userspace switch 
in Namespace), and legacy routers. 

 Figure 5 shows the experimental setup with the following 
components: 

 One controller of type OpenFlow, the OpenFlow 
controller uses the TCP or TCL protocol to 
communicate with the VSwitch. The default port 
number is 6633. The controller name is c0 and uses 
TCP protocol with port 6633. 

 One switch of type open VSwitch kernel mode. The 
switch name is s1. It uses two interfaces s1-eth0 and 
s1-eth1 connected to the end hosts h1 and h2 
consequently.   
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 Two end hosts named h1 and h2 with h1-eth0 
10.0.0.3/8 and h2-eth0 10.0.0.4/8 consequently. The 

access and control of both hosts using xterm tool. 

 

        

 

Fig. 5: Experimental Setup 

 
 To implement the experimental setup with the proposed 
forensic logger, the following steps need to be taken: 

1) Install xinit: The mininet vm does not have GUI desktop, 
therefore we have installed Xinit tool: 

mininet@mininet-vm:$ sudo apt-get install xinit ubuntu-desktop 

2) Create a python script: we have developed our own 
python script using emacs24 editor and save it as p1.py. 

p1.py file: 

#!/usr/bin/python 

from mininet.net import Mininet 

from mininet.node import Controller 

from mininet.cli import CLI 

from mininet.log import setLogLevel, info 

def sNet(): 

   "Create the sdn network" 

    net = Mininet( controller=Controller ) 

    info( '*** Adding controller\n' ) 

    net.addController( 'c0' ) 

    info( '*** Adding hosts\n' ) 

    h1 = net.addHost( 'h1', ip='10.0.0.3' ) 

    h2 = net.addHost( 'h2', ip='10.0.0.4' ) 

    info( '*** Adding switch\n' ) 

    s1 = net.addSwitch( 's1' ) 

    info( '*** Creating links\n' ) 

    net.addLink( h1, s1 ) 

    net.addLink( h2, s1 ) 

    info( '*** Starting network\n') 

    net.start() 

    info( '*** h1 ping h2\n') 

    print h1.cmd('ping -c 10', h2.IP()) 

    info( '*** logging flow table\n') 

    s1.cmd('ovs-ofctl dump-flows s1 > flog.txt') 

    info( '*** Running CLI\n' ) 

    CLI( net ) 

    info( '*** Stopping network' ) 

    net.stop() 

if __name__ == '__main__': 

    setLogLevel( 'info' ) 

    sNet() 

 

 

3) Interpret and run the script:  

        mininet@mininet-vm:$ sudo python ./mininet/examples/p1.py 

C. Expermintal output:  

 At the running time of p1.py script. The mininet 
implements a network consists of one controller named c0, 
one VSwitch named s3, and two hosts named h0 and h1. 
Then according to p1.py script, h0 sends 5 icmp packets to 
h1. To get the information about this event the mininet 
forwarded the flow tables into flog.txt. 

 Figure 6 shows the terminal screen with some 
information about the implementation steps and mininet CLI 
which can be used to execute further commands.   

 

 

Fig. 6: Console Terminal Screen 
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Fig. 7: Logged Flow Table 

 

Figure 7 shows the contents of flog.txt file which 

consists of table number, packet number, source, 

destination, idle time, and action. This information can be 

used for analysis stage of SDN forensics. 

 

VI. CONCLUSION AND FUTURE WORK 

SDN (Software Defined Networks) are newly developed 

technology in the area of computer networks. SDN foster 

the programmability of the network by decoupling the data 
plane from the control plane. This paper focuses on digital 

forensics in SDN which is a branch of information security. 

Our aim is to find how to collect the information from the 

OpenFlow VSwitch in infrastructure layer.  In order the 

OpenFlow VSwitch doesn’t have flow table logger. Our 

contribution was in the design of SDN logger system. We 

have implemented an experimental example of the proposed 

system using Mininet emulator and python language. We 

had been able to establish a tunnel connection to the 

Vswitch using a reserved port and collect a copy of the flow 

table during the duration of pinging 10 packets between two 

nodes.  The saved copy of the flow table shows the source 
and destination node and further information that helps SDN 

forensic investigators to identify the root cause of attacks. 

 

In the future work, we are going to extend the design and 

the implementation to ensure the integrity of the collected 

information and secure the SDN forensic logger server.  
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