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Abstract— In the modern world, most enterprises are 

becoming more considerate about the network availability and 

minimization of downtime because the demand for online 

applications and services has increased rapidly. This resulted 

in increasing demands for services that provide network 

availability and minimize network downtime for these 

businesses. The first hop redundancy protocols are protocols 

used to manage and maintain network default gateway router 

by using one or more redundant routers that will take over in 

case of default router failure. This paper presents a 

comprehensive performance analysis of First Hop Redundancy 

for the three main protocols most used today (HSRP, VRRP, 

GLBP). We investigate the impact of several factors such as 

convergence time, CPU utilization, Bandwidth consumption, 

Traffic flow and present some results. Extensive performance 

analyses show the main difference between the three protocols. 

Keywords—FHRP, availability, redundancy, HSRP, GLBP, 

VRRP. 

I. INTRODUCTION 

Recently, the growth of the internet and the use of 
computing systems to run businesses have blossomed in a 
way that few would have expected. In 1990’s, contacting 
individuals at some companies via electronic mail was 
possible. Just a decade later, thousands of highly reputable 
companies were offering consumers the ability to actually 
purchase products from their websites on the Internet. This 
fantastic growth of the Internet and networking has, and is, 
changing our lives in many ways. As the Internet and 
networking become more a part of our lives, we are 
becoming more dependent on them. We rely on them, and 
thus, we need them to be highly reliable [1].  

II. REDUNDANCY AND AVAILABILITY 

In today’s network, availability became a major issue for 
corporations and businesses. Each minute of outage could 
cause a company hundred, if not thousands of dollars. In 
order to minimize outages, we try to increase the uptime of 
the network by using redundant links and nodes. Although 
redundancy is good it is costly too, and there is no single way 
of achieving optimal availability for network it depends on 
the customer business needs and how much it can tolerate the 
downtime of the network. 

A. Availability 

Availability refers to the amount of time a network is 
available comparing to the time it was not available, it can be 
displayed as a percent. 

B. High Availability 

Normally the availability is expressed as the percentage 
of the time the network is working. And as the need for 
availability increases, it was here the term “five-nines” came 
into use. Five-nines refer to the percentage 99.999%, has 
been viewed as the desired goal for availability in many 
networks. 

C. Cost Of Network Downtime 

Many organizations do not fully understand the impact of 
downtime on their business. Calculating the cost of this 
impact can be difficult because it requires an understanding 
of both tangible and intangible losses. In many ways, the 
damage associated with intangible costs can have a greater 
long-term impact on an organization than that of tangible 
costs. According to Gartner Research, the losses associated 
with network downtime include  

 Productivity losses  

 Revenue losses  

 Damaged reputation  

 Impaired financial performance 

D. Redundancy 

Redundancy means adding duplicate links or devices to a 
network to avoid downtime. Availability is linked to 
redundancy, but redundancy is not a networking goal. 
Redundancy is a solution to a goal of high availability. 

III. FIRST HOP REDUNDANCY PROTOCOLS 

First, Hop Redundancy Protocol (FHRP) is a group of 
protocols that allow a router on a network to automatically 
take over if a primary default gateway router fails. The 
devices on a shared network segment are configured with a 
single default gateway address that points to the router that 
connects to the rest of the network. The problem comes 
when this primary router fails, and there is a second router on 
the segment that is also capable of being the default gateway 
but end devices don’t know about it. Hence, if the first 
default gateway router fails, the network will terminate [14]. 

  A solution to this problem is First Hop Redundancy 
Protocols: 

 Hot Standby Routing Protocol 

 Virtual Router Redundancy Protocol 

 Gateway Load Balancing Protocol 
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A. Hot Standby Routing Protocol 

Hot Standby Routing Protocol (HSRP) is a Cisco 
proprietary redundancy protocol for establishing a fault-
tolerant default gateway.  

HSRP provides a set of routers work in concert to present 
the illusion of a single virtual router to the hosts on the LAN.  
This set is known as an HSRP group or a standby group. A 
single router elected from the group is responsible for 
forwarding the packets that hosts send to the virtual router.  
This router is known as the active router another router is 
elected as the standby router. In the event that the active 
router fails, the standby assumes the packet forwarding 
duties of the active router. This process is transparent to 
users. only the active router forwards the packets sent to the 
virtual router as shown in Fig. 1. Devices in an HSRP group 
select the active router based on device priorities [17]. 

 

Fig. 1. HSRP Operation 

Hello time is the approximate time that routers send in a 
hello massage to indicate that the peer router is active, 
default value is 3 seconds. Hold time is the approximate time 
that standby router will declare that the peer is dead and 
becomes active the default value is 10 seconds. 

B. Virtual Router Redundancy Protocol 

Virtual Router Redundancy Protocol (VRRP) is an open 
standard redundancy protocol for establishing a fault-tolerant 
default gateway. VRRP is a protocol that provides 
redundancy to routers within a LAN. VRRP follows the 
same concept of cisco’s HSRP as shown in Fig. 2. 

 

Fig. 2. VRRP Operation 

Hello timer:1sec, Dead timer :3sec. 

C. Gateway Load Balancing Protocol 

Gateway Load Balancing Protocol (GLBP) is a Cisco 
proprietary protocol that attempts to overcome the limitations 

of existing redundant router protocols by adding basic load 
balancing functionality. GLBP provides load balancing over 
multiple routers (gateways) using a single virtual IP address 
and multiple virtual MAC addresses. Each host is configured 
with the same virtual IP address, and all routers in the virtual 
router group participate in forwarding packets. When the 
routers are configured to a GLBP group, they first elect one 
gateway to be the Active Virtual Gateway (AVG) for that 
group. The election is based on the priority of each gateway. 
The group members provide backup for the AVG in the 
event that the AVG becomes unavailable. The AVG assigns 
a virtual MAC address for each member of the GLBP group. 
Each gateway assumes responsibility for forwarding packets. 
These gateways are known as active virtual forwarders 
(AVFs) for their virtual MAC address. The AVG is 
responsible for answering Address Resolution Protocol 
(ARP) requests for the virtual IP address. Load sharing is 
achieved by the AVG replying to the ARP requests with 
different virtual MAC addresses as shown in Fig. 3. A GLBP 
group only has a maximum of four AVFs. If there are more 
than 4 gateways in a GLBP group then the rest will become 
Standby Virtual Forwarder (SVF) which will take the place 
of an AVF in the case of failure [27]. 

 

Fig. 3. GLBP Operation 

 Hello timer:3sec, Dead timer :10sec. 

IV. SIMULATION 

The main object is to implement different First hop 
redundancy protocols on three sites and compare the 
performance of each one of them, each site connects to two 
different ISP to provide high availability, and if one of the 
links fails the other will take over, this will provide a way to 
minimize network downtime with is one of the most 
important goals of corporations in today’s network. 

A. Simulation Tool 

GNS3 is a cross-platform graphical network simulator 
that runs on Windows, OS X, and Linux, it allows the 
combination of virtual and real devices, used to simulate 
complex networks without having dedicated network 
hardware such as routers and switches [30]. 

B. Network Design 

The design used is a hierarchical design each enterprise 
has two core layer routers and two access layer switches with 
partial mesh network topology in order to eliminate single 
points of failure in the enterprise network.    

The design consists of three enterprises (Tripoli, Sabha, 
and Benghazi) each of them is connected to two ISP to 
disrepute internet access to the enterprises, each enterprise 
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consists of two routers inside that connect internal network to 
the internet and two switches that provide layer 2 
connectivity as shown in Fig. 4.  

 

Fig. 4. Network Topology Used In GNS3 

In order for the network to work and provide connectivity 
between the network nodes with fast convergence time 
EIGRP routing protocol is used to forward packets between 
the ISPs and the enterprises. 

C. Configuration 

HSRP Hot standby router protocol is configured on the 
first enterprise that contains R1 and R2, the following is a 
sample of the configuration used to enable HSRP on the 
routers, the configuration needs to be the same on both 
routers in order to connect and exchange hello packets. 

VRRP Virtual Router Redundancy Protocol is configured 
on the second enterprise that contains R2 and R3, the 
following is a sample of the configuration used to enable 
VRRP on routers. The configuration needs to be the same on 
both routers in order to connect and exchange hello packets. 

GLBP Gateway Load Balancing Protocol is configured 
for the third enterprise that contains R5 and R6 the following 
is a sample of the configuration used to enable GLBP on 
routers. The configuration needs to be the same on both 
routers in order to connect and exchange hello packets. 

IP SLA is Configured on enterprise routers to check the 
reachability of the ISP when the ISP goes down the IP SLA 
track object will decrement a value of the priority of the 
router making it go to standby/backup state. 

Note that we optimized the hello and dead timers for the 
HSRP and GLBP to 1 second for hello we will later show the 
results before and after the optimization in the comparison. 

V. RESULT 

These measurements are used in the comparison  

 Convergence Time 

 CPU Utilization 

 FHRP Packet Bandwidth Consumption 

 Traffic Flow Monitoring 

these measurements will be taken in order to measure the 
performance of FHRP and provide and analyze the results of 
each FHRP then compare them. 

A. HSRP Result 

1) Convergence Time 
Before optimization HSRP took 7.25 seconds to converge 

from the time ISP-1 detects interface down at 01:10:04.243 
till the state update of R2 that took over as the active router 
for the two HSRP groups at 01:10:11.493 as shown in Fig. 5. 

 

Fig. 5. HSRP Conversion Before Optimization 

After optimization HSRP took 3.271 seconds to converge 
from the time ISP-1 detects interface down at 01:31:12.151 
until the state update of R2 that took over as the active router 
for the two HSRP groups at 01:31:15.422 as shown in Fig. 6. 

This provides much better convergence time than the 
results from HSRP without Optimizing timers. 

 

Fig. 6. HSRP Conversion After Optimization 

2) CPU Utilization  
Before optimization HSRP consumed an average of 

0.15% of CPU usages for R1 and R2 while both routers CPU 
utilization at average 6%. After Optimization HSRP took an 
average of 0.32% of CPU usages for R1 and R2 due to the 
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change of timers while both routers CPU utilization still at 
average 7% 

3) Hello Packet Bandwidth Consumption 
Fig. 7. shows bandwidth consumption of HSRP hello 

packets in bytes/sec. HSRP hello packet size is 62 Byte. 

 

Fig. 7. HSRP  Hello Packet Consumption Before Optimization 

Fig. 8. shows bandwidth consumption of HSRP hello 
packets in bytes/sec. 

 

Fig. 8. HSRP  Hello Packet Consumption After Optimization 

4) Traffic Flow  
Fig. 9. shows data traffic flow in HSRP network throw 

R1. This shows major drops in bandwidth after reaching 
5000 byte/sec. 

 

Fig. 9. HSRP Traffic Flow Before Optimization 

Fig. 10. shows data traffic flow in HSRP network 
through R1, this shows major drops in bandwidth after 

reaching 5000 byte/sec. 

 

Fig. 10. HSRP Traffic Flow After Optimization 

B. VRRP Result 

1) Convergence Time  
VRRP took 4.861 seconds to converge from the time 

ISP-1 detects interface down at 00:19:28.103 till the state 
update of R4 that took over as the master router for the two 
VRRP groups at 00:19:32.964 as shown in Fig. 11. 

 

Fig. 11. VRRP Conversion 

2) CPU Utilization  
VRRP took an average of 0.10% of CPU usage for R3 

and R4 while both routers CP utilization at average 6%. 

3) Packet Bandwidth Consumption 
Fig. 12. shows bandwidth consumption of VRRP hello 

packets in bytes/sec. HSRP hello packet size is 60 Byte. 

 

Fig. 12. VRRP Hello Packet Bandwidth Consumption 

4) raffic Flow  
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Fig. 13. shows data traffic flow in VRRP network throw 
R3. This provides similar results to that of HSRP. 

 

Fig. 13. VRRP Traffic Flow 

C. GLBP Result 

1) Convergence Time  
Before Optimization GLBP took 39 seconds to converge 

from the time ISP-1 detects interface down at 02:37:26.655 
until the state update of R6 that took over as the active router 
for the two GLBP groups at 02:38:05.607 as shown in Fig. 
14. This is caused by the preemption delay that is set by 
default on the AVF and its value is 30 seconds preemption 
delay. 

 

Fig. 14. GLBP Conversion Before Optimization 

After optimization GLBP took 2.372 seconds to converge 
from the time ISP-1 detects interface down at 00:25:54.411. 

Fig.15. 

 

Fig. 15. GLBP Conversion After Optimization 

2) CPU Utilization  
Before Optimization GLBP took an average of 0.13% of 

CPU usages for R5 and R6 while both routers CPU 
utilization at 6%, After Optimization GLBP took an average 
of 0.13% of CPU usages for R5 and R6 while both routers 
CPU utilization at an average 6 % 

3) Hello Packet Bandwidth Consumption 
Before Optimization Fig. 16. shows bandwidth 

consumption of GLBP hello packets in bytes/sec. GLBP 
hello packet size is 102 Byte. 

 

Fig. 16. GLBP Hello Packet Consumption Before Optimization 

After ooptimization Fig. 17. shows bandwidth 
consumption of GLBP hello packets in bytes/sec. 

 

Fig. 17. GLBP Hello Packet Consumption After Optimization 

4) Traffic Flow  
Before Optimization Fig. 18.data traffic flow in GLBP 

network throw R5 and R6, because of the default load 
balancing of GLBP each router became a forwarder. This 
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makes the flow load balance between those two routers and 
this also provide more reliable flow without much drops like 
the HSRP and VRRP. 

 

Fig. 18. GLBP Traffic Flow Before Optimization 

After Optimization Fig. 19.shows average data traffic 
flow in GLBP network throw R5 and R6. It provides a 
similar result to GLBP without the optimization. 

  

Fig. 19. GLBP Traffic Flow After Optimization 

VI. COMPARISON  

A. Convergence Time 

Fig. 20. show convergence time comparison between 
FHRP. GLBP has the best convergence time at 2.372 
seconds when optimized. 

 

Fig. 20. FHRP Convergance Time Comparison 

B. CPU Utilization  

Fig. 21. show CPU Utilization comparison between 
FHRP. VRRP has the best utilization of CPU then the GLBP. 

 

Fig. 21. FHRP CPU Utilization Comparison 

C. Packets Loss 

Fig. 22. show Packet loss comparison between FHRP 
during convergence time. GLBP has the lowest packet loss 
after optimization. 

 

Fig. 22. FHRP Packet Loss Comparison 

VII. CONCLUSION  

After implementing, optimizing and testing of different 
FHRP and studying and analyzing their output of the 
conversion time, CPU utilization, and traffic flow it is clear 
to see that GLBP has higher performance than HSRP and 
VRRP. Also, the load balancing futures all make GLBP an 
efficient and reliable protocol used for redundancy and 
providing more availability to the network, but the only 
downside is GLBP is cisco proprietary. 
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