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Abstract—Dynamic Multipoint Virtual Private Network 

(DMVPN) is a solution for hub and spokes wide area network 

topology for creating dynamic Virtual Privet Networks (VPNs) 

tunnels between spokes. It is highly scalable with reduced 

configuration and supports distributed applications. Many 

protocols work together to accomplish DMVPN. Internet 

Protocol security (IPsec) and multipoint Generic Routing 

Encapsulation (mGRE) are essential Protocols used to create 

VPNs.  In this research we have implemented Multiprotocol 

Label Switching (MPLS) as the fabric layer infrastructure since 

it is the prime technology used in Internet Service Provider (ISP) 

Core networks. The project started by simulating scenario of a 

corporation headquarter network (hub) connected to two of its 

branch networks (spokes) through ISP. The requirement of this 

corporation is that all communication be secured through VPN 

and this includes spoke to spoke connections. The simulation part 

was firstly carried out in a GNS3 simulator to ensure scenario 

setup and correct configurations. Real routers are used for real 

implementation and configurations. The choice to run interior 

dynamic routing protocol, Open Shortest Path First (OSPF) 

throughout MPLS cloud, Enhanced Interior Gateway Routing 

Protocol (EIGRP) in Customers networks and Boarder Gateway 

Protocol (BGP) for connecting with Internet Service Provider 

was chosen to mimic real cases found in literature. Multipoint 

GRE tunnels allow for multiple tunnel endpoints to be 

established dynamically. Significant reduction in customer edge 

devices configuration is demonstrated when dynamic spoke to 

spoke tunnels are created.  This provides easier maintenance, 

management and troubleshooting of customer networks. The 

choice of MPLS generalized infrastructure in this project 

empowers ISPs to offer many technology deployments to their 

customers. 
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I.  INTRODUCTION  

Dynamic Multipoint Virtual Private Network (DMVPN) is 
a highly scalable solution for corporations with many branches 
dispersed in wide geographical areas. With Virtual Private 
Network (VPN) it is possible to acquire secure tunnel 
connections with network performance characteristics and 
network management, required for remote branch offices in 
very large distances. The VPN solution is the standard of Cisco 
Corporation. DMVPN is highly scalable and dynamic in its 
nature. The establishing process of IPsec VPN tunnels remains 
the same and standard determined, only the configuration was 
changed [1][2]. 

II. DMVPN DEPLOYMENT MODELS 

A. Single DMVPN Network/Cloud - Single Tier 

This deployment model is DMVPN in its simplest form. It 
consists of the main HUB located at headquarter and remote 
spokes spread amongst the remote offices. Fig. 1 shows Single 
DMVPN Cloud – Single Tier. This model is adopted in this 
research to demonstrate the main idea without extra complexity 
which serves no purpose in our objectives. The term ‘Single’ is 
used since there is only one DMVPN network in this 
deployment. The Dashed lines in DMVPN network shows the 
hub-and spoke GRE/IPsec tunnels connecting the spokes to the 
hub [3].  
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Fig.1.    Single DMVPN Network/Cloud - Single Tier Topology 

The term ‘Single Tier’ signifies that all control planes are 
incorporated into a single router (HUB). All mGRE tunnels and 
IPsec tunnels protection are managed from the HUB. This 
means that the Hub router takes care of the dynamic routing 
information flow, Next Hop Resolution Protocol (NHRP), 
mGRE tunnels, IPSec tunnel protection and data base 
management of public IP addresses of the spokes [4]. 

When setting up a DMVPN network, spokes are configured 
with static NHRP mappings. This is essential so that each 
spoke registers with the HUB. Through this static configuration 
every spoke can connect to other nodes public IP address via 
register with the Hub. Through this process, every spoke is 
aware of every other’s public IP address via the NHRP server 
(HUB), no matter if the spokes IP addresses are set dynamic or 
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static [5]. In all DMVPN, each spoke is able to dynamically 
connect to every other spoke by building its own VPN tunnel 
which allows direct communication between bypassing the 
main Hub. This saves on bandwidth and time for a limited 
budget DMVPN network with a few remote branches. 
Maintaining the Integrity of the Specifications 

B. Dual DMVPN Network/Cloud - Single Tier 

Two Hubs, HUB 1 (primary) and HUB 2 (secondary) are 
used in dual DMVPN topology with spoke-to-spoke 
deployment with each DMVPN network represents a unique IP 
subnet. Fig. 2 shows Dual DMVPN Cloud – Single Tier. 
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Fig.2.   Dual DMVPN Cloud - Single Tier Topology 

In this deployment dynamic tunnel between two branches is 
only created within the same DMVPN network. And each Hub 
manages its own DMVPN network, encryption/decryption 
IPsec, mGRE tunneling and NHRP server independently of the 
other Hub. Dynamic routing protocol such as EIGRP must be 
used in this deployment model to ensure availability and 
automatic failover if the other DMVPN network fails. This 
model offers more scalability and availability than single 
DMVPN cloud [6]. 

C. Next Hop Resolution Protocol (NHRP) 

Next Hop Resolution Protocol is an essential part in 
DMVPN deployments, since it creates a flow mapping 
database of all the spoke tunnels tied to their public interfaces 
which has real addresses [7][8]. Hubs uses NHRP Protocols as 
database server for the mapping tunnels interfaces with real 
interfaces, without this mapping, DMVPN networks fail. When 
a spoke needs to build a tunnel with another target spoke it 
sends an NHRP request message for that to the Hub which in 
turn replies with an HRRP reply message containing the real 
physical interface of the target spoke. Spokes have a dynamic 
permanent GRE /IPsec tunnel to the hub, but not to other 
spokes. Spokes register as clients of the NHRP server (Hub) 
and when a spoke needs to send traffic to a destination subnet 
behind another spoke, it queries the NHRP server for the real 
(outside) address of the target spoke. Only then can the 
originating spoke build a dynamic tunnel (mGRE) to the other 
spoke[6]. 

D. Multipoint Generic Routing Encpsulation (mGRE) 

In contrast to the traditional implementation of a GRE 
tunnel which is a point-to-point tunnel going between two sites, 
mGRE Tunnel Interface is used to allow a single GRE interface 
to support multiple IPSec tunnels and helps dramatically to 
simplify the complexity and size of the configuration. mGRE 
interfaces do not have a tunnel destination and they cannot be 
used alone and NHRP comes to the rescue by telling mGRE 
where to send the packets. mGRE is configured on the hub and 
on the spokes[9]. 

III. MODEL IMPLEMENTATION 

Single DMVPN Network/Cloud - Single Tier deployment 
model is chosen to ease understanding of DMVPN. The MPLS 
cloud (ISP) consist of three main router, one core router  and 
two provider edges. The core router (CR) is connected to both 
provider edge routers (PE-1 router and PE-2 router) which   
provide connectivity to customer edge (CE) routers. Since 
DMVPN cloud is deployed in Hub and Spokes topology, the 
Hub is connected to Provider Edge 1 (PE-1) router and both 
Spoke1 and Spoke2 are connected to Provider Edge 2 (PE-2) 
router. Figure 3 shows the deployed topology. 

 

Fig.3.   Single DMVPN - Single Tier Emulated Topology 

A. MPLS Cloud Configuration for Core Router 

First we configure the MPLS cloud routers. We only give a 
sample configuration for MPLS as it is not part of our 
objectives but essential for everything else to work. Figure 4 
shows a sample of MPLS-Core router configuration. 

MPLS-Core(config)#interface Loopback0 

MPLS-Core(config-if)# ip address 1.1.1.0 255.255.255.255 

MPLS-Core(config-if)# ip ospf 1 area 0 

MPLS-Core(config-if)# exit  

! ip address configuration is omitted for other interfaces  

MPLS-Core(config)#ip cef 

MPLS-Core(config)#mpls label range 100 199 

MPLS-Core(config)#mpls label protocol ldp 

MPLS-Core(config)#mpls ldp router-id Loopback0 force 

MPLS-Core(config)#interface e 1/1  ( same for  e 1/0) 
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MPLS-Core(config-if)# mpls ip 

 

To establish connectivity between nodes in MPLS cloud, 
we invoke OSPF process with router-id 1.1.1.0” and enable 
synchronization between Label Forwarding Information Base 
(LFIB) and Layer 3 Routing Table and finally enable LDP to 
be auto-configured on every interface in the router as follows: 

MPLS-Core(config)#router ospf 1 

MPLS-Core(config-router)# router-id 1.1.1.0 

MPLS-Core(config-router)# mpls ldp sync 

MPLS-Core(config-router)# mpls ldp autoconfig 

 

B. MPLS Cloud Configuration for Provider Edges 

 
Provider Edge Routers (PE-1 and PE-2) are configured 

almost the same as the core router with minor changes. For 
MPLS configuration as follows: 

PE-1(config)#ip cef 

PE-1(config)#mpls ldp router-id Loopback0 force 

PE-1(config)#mpls label range 1000 1099 

PE-1(config)#mpls label protocol ldp 

PE-1(config-if)#interface e 1/1 

PE-1(config-if)# mpls ip 

 
 

VRF is configured to isolate different customers connected 
to the same router i.e. separate clients who may have 
overlapping IP addresses. For this reason we use route 
distinguisher “rd 15:39” to identify customer-A “vrf definition 
CUST-A” in both import and export VRF vpn4 direction. 

PE-1(config)#vrf definition CUST-A 

PE-1(config-vrf)# rd 15:39 

PE-1(config-vrf)# address-family ipv4 

PE-1(config-vrf-af)# route-target export 15:39 

PE-1(config-vrf-af)# route-target import 15:39 

PE-1(config-vrf-af)# exit-address-family 

PE-1(config-vrf)# exit 

PE-1(config)#interface fa 0/0 

PE-1(config-if)# vrf forwarding CUST-A 

 

OSPF configuration for PE1 and PE2 is the same as Core 
Router, except for the IDs. 

PE-1(config-if)#router ospf 1 

PE-1(config-router)# router-id 1.1.1.1 

PE-1(config-router)# mpls ldp autoconfig 

PE-1(config-router)# mpls ldp sync 

PE-1(config-router)# exit 

PE-1(config)#router bgp 59 

PE-1(config-router)# bgp log-neighbor-changes 

PE-1(config-router)# no bgp default ipv4-unicast 

PE-1(config-router)# neighbor 1.1.1.2 remote-as 59 

PE-1(config-router)# neighbor 1.1.1.2 update-source Loopback0 

PE-1(config-router)# address-family ipv4 

PE-1(config-router-af)# neighbor 1.1.1.2 activate 

PE-1(config-router-af)# exit-address-family 

PE-1(config-router)# address-family vpnv4 

PE-1(config-router-af)# neighbor 1.1.1.2 activate 

PE-1(config-router-af)# neighbor 1.1.1.2 send-community both 

 

 We note that BGP routing process and autonomous 
number “router bgp 59” is created with enabled notification for 
neighbor status changes, disabled IPv4 unicast address family  
and established peering sessions with by BGP neighbor (PE-2). 
VPNv4 is enabled to exchange customers (CE). 

PE-1(config-router)# address-family ipv4 vrf CUST-A 

PE-1(config-router-af)# neighbor 192.168.15.1 remote-as 15 

PE-1(config-router-af)# neighbor 192.168.15.1 activate 

PE-1(config-router-af)# exit-address-family 

 

The above statements is to specify the address family for 
VRFs (CUST-A), establish a peering session with a BGP 
neighbor which is DMVPN-Hub router with autonomous 
system as 15 and activate it. PE-2 router configuration 
procedure is the same as PE-1 with the appropriate parameters. 

 

C. DMVPN Hub Router Configuration 

DMVPN Hub router is configured with basic configuration 
for ipv4 addressing for all three interfaces. Then we need to 
configure Internet Security Association and Key Management 
Protocol (ISAKMP) for DMVPN Hub which is needed for 
VPN tunnels.  

C.1 Configuring ISAKMP for DMVPN Hub 

First we enter ISAKMP configurations crypto mode with 
policy priority 1. Pre-share authentication method is used with 
isakamp key “DMVPN-KEY address 0.0.0.0” to be used with 
the remote spokes. 1024-bit Diffi-Hellman “group 2” is 
specified. The transform (DMVPN-SET) for crypto-transform 
configuration mode is chosen as esp-3des esp-sha-hmac with 
tunnel mode[3]. 

CE-HUB(config)#crypto isakmp policy 1 

CE -HUB(config-isakmp)# authentication pre-share 

CE-HUB(config-isakmp)# group 2 

CE-HUB(config-isakmp)# crypto isakmp key DMVPN-KEY address 
0.0.0.0 

CE-HUB(config)# crypto ipsec transform-set DMVPN-SET esp-3des 
esp-sha-hmac 

CE-HUB(cfg-crypto-trans)# mode tunnel 

CE-HUB(cfg-crypto-trans)#crypto ipsec profile DMVPN-PROFILE 

CE-DMVPN-HUB(ipsec-profile)# set transform-set DMVPN-SET 

 

C.2 Configuring Multipoint GRE Tunnel 

MVPN-Hub is configured with mGRE tunnel interface with 
ip address 10.50.50.1/24 and no ip redirects. We secure NHRP 
authentication with a password, make sure to add multicast 
packets and secure communication by enabling encryption 
profile we created before as follows: 

CE-HUB(config)# interface Tunnel1 

CE-HUB(config-if)# ip address 10.50.50.1 255.255.255.0 
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CE-HUB(config-if)# no ip redirects 

CE-HUB(config-if)# no ip next-hop-self eigrp 99 

CE-HUB(config-if)# no ip split-horizon eigrp 99 

CE-HUB(config-if)# ip nhrp authentication NHRP-PAS 

CE-HUB(config-if)# ip nhrp map multicast dynamic 

CE-HUB(config-if)# ip nhrp network-id 99 

CE-HUB(config-if)# tunnel source 192.168.15.1 

CE-HUB(config-if)# tunnel mode gre multipoint 

CE-HUB(config-if)# tunnel key 1 

CE-HUB(config-if)# tunnel protection ipsec profile DMVPNPROFILE 

 

C.3 Configuring Dynamic Routing for DMVPN Hub 

Dynamic routing was configured with two protocols 
EIGRP and BGP as follows: 

CE-HUB(config)# router eigrp 99 

CE-HUB(config-router)# network 10.10.10.0 0.0.0.255 

CE-HUB(config-router)# network 10.50.50.0 0.0.0.255 

! 

CE-HUB(config)#router bgp 15 

CE-HUB(config-router)# bgp log-neighbor-changes 

CE-HUB(config-router)# no bgp default ipv4-unicast 

CE-HUB(config-router)# neighbor 192.168.15.5 remote-as 59 

CE-HUB(config-router)# address-family ipv4 

CE-HUB(config-router-af)# network 192.168.15.0 

CE-HUB(config-router-af)# neighbor 192.168.15.5 activate 

D. DMVPN Spokes Routers Configurations 

CE-Spoke1 and CE-Spoke2 are configured similarly to the 
CE-Hub, the configuration steps as follows [7]: 

 Configuring ISAKMP for DMVPN spokes 

 Configuring mGRE tunnel for both spokes 

 Configuring ISAKMP for DMVPN spokes 

 Configuring BGP and EHGRP routing 

 

IV. RESULTS AND DISCUSSION 

We first need to verify that our infrastructure is working 
properly and that all devices are connected. 

A.  MPLS Cloud Core Router Verification 

MPLS Core router has a label for every route to PE1 and 
PE2. The output of the command “show mpls ldp bindings” is 
shown below: 

MPLS-Core# show mpls ldp bindings 

 lib entry: 1.1.1.0/32, rev 2 

 local binding: label: imp-null 

 remote binding: lsr: 1.1.1.2:0, label: 200 

 remote binding: lsr: 1.1.1.1:0, label: 1001 

 lib entry: 1.1.1.1/32, rev 10 

 local binding: label: 101 

 remote binding: lsr: 1.1.1.2:0, label: 202 

 remote binding: lsr: 1.1.1.1:0, label: imp-null 

We can also verify that the MPLS-Core router has built a 
fully loaded adjacency with  both neighbors (PE-1 and PE-2) as 
shown from the output below: 

MPLS-Core#show ip ospf neighbor 

 Neighbor ID Pri State Dead Time Address Interface 

 1.1.1.1 1 FULL/DR 00:00:33 172.16.10.10 Ethernet1/1 

 1.1.1.2 1 FULL/DR 00:00:37 172.16.20.20 Ethernet1/0 

B. MPLS Provider Edge Routers Verification 

PE-1 router has two different routing tables, the reason 
behind this is that BGP operates under VRF only; the following 
below shown output should clarify the difference between both 
routing tables: 

PE-1#show ip route vrf CUST-A 

Routing Table: CUST-A 

B  172.16.49.0 [200/0] via 1.1.1.2, 01:15:55 

C  192.168.15.0/24 is directly connected, FastEthernet0/0 

L  192.168.15.5/32 is directly connected, FastEthernet0/0 

B  192.168.39.0/24 [200/0] via 1.1.1.2, 01:15:55 

PE-1#show ip route 

O     1.1.1.0 [110/11] via 172.16.10.1, 01:10:55, Ethernet1/1 

C     1.1.1.1 is directly connected, Loopback0 

O     1.1.1.2 [110/21] via 172.16.10.1, 01:10:55, Ethernet1/1 

C     172.16.10.0/24 is directly connected, Ethernet1/1 

L     172.16.10.10/32 is directly connected, Ethernet1/1 

O   172.16.20.0/24 [110/20] via 172.16.10.1, 01:10:55, Ethernet1/1 

It is clearly evident that BGP routes are not listed under the 
main routing table of PE-1 because BGP is routing the traffic 
of CUST-A only but not all traffic that have been directed to 
the router.  When issuing “show ip bgp summary” command 
on PE1, it shows the local AS Number “59”, it’s neighbors 
(DMVPN Hub router) and shows number of  messages sent 
and received, table version and the neighbor’s uptime. BGP has 
one neighbor which is DMVPN Hub Router. The above 
command can be considered as a verification to all commands 
issued in PE1 regarding BGP protocol but not VPNv4. The 
main propose of VPNv4 is to establish a relationship between 
both VRFs in PE1 and PE2. It is imperative at this stage to 
verify route distinguishers between both routers by using the 
command “show ip bgp vpnv4 vrf CUST-A “, the output is 
summarized in Table 1. 

TABLE1: PE-1 AND PE-2 ROUTE DISTINGUISHERS SENT IN VPNV4 

Route Distinguisher: 15:39 (default for vrf CUST-A) 

Network Next Hop M Weight Path 

172.16.49.0/24 1.1.1.2 0 100 0  49  i 

192.168.15.0 192.168.15.1 0 100 0  15  i 

192.168.39.0 1.1.1.2 0 100 0 39  i 

 

C. DMVPN Hub Router Verification 

As this is the main objective of the paper, first we need to 
see if the mGRE tunnels are functioning properly. As we are 
using secure IPsec tunnels VPNv4, Table 2 lists mGRE tunnel 
1 statistics on the DMVPN Hub Router. 
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TABLE2: TRAFFIC STATISTICS OF  DMVPN HUB ROUTER TUNNEL 1  

Switching path Packets In Chars 
In 

Packets Out  Chars 
Out 

Processor  4780 421442 7224 637291 

Route cache 6 700 7 1176 

Total 4786 422142 7231 638467 

To verify that the main objective of the research has been 
achieved, the command “show dmvpn ipv4” has been issued. 
Fig. 4 shows that tunnels are created dynamically between 
Spoke1 with peer Non-Broadcast Multi-Access Address 
(NBMA) 172.16.49.4 and spoke2 with peer NBMA Address 
192.168.39.3. The letter “D” in the Attribute column signifies 
that tunnels are dynamically created. 

 
Fig.4.    DMVPN Verification on CE-DMVPN-Hub Router 

D. DMVPN Customer Edge Sopke 1&2 Verification 

DMVPN Customer Edge Sopke1 Verification can be first 
verified by the statistics of the tunnel. Table 3 shows tunnel1 
statistics using the command “show interfaces tunnel 1 stats. 

TABLE3: TRAFFIC STATISTICS OF DMVPN CUSTOMER EDGE SOPKE 1 

Switching path Packet In Char In Packet Out  Char. Out 

Processor  2828 429793 5618 495752 

Route cache 22 2516 22 3648 

Total 2850 252309 5640 499400 

 

 
Fig.5.    DMVPN Verification on CE-DMVPN-Spoke1 Router 

Fig. 5 demonstrates that there is one dynamic tunnel created 
with peer Non-Broadcast Multi-Access Address (NBMA) 
192.168.39.3 and tunnel address 10.50.50.3 as can be notice 
from the attribute letter “D”. There is a second tunnel 
connecting securely DMVPN Customer Edge Spoke1 with 
DMVPN Hub Router. This latter tunnel is with static attribute 
as marked with letter “S” in the output of the command. Both 
tunnels are active with UP state. 

V. CONCLUSION 

 

Though MPLS enables ISPs to offer a generalized 
infrastructure that can be used to deploy almost any technology 
their customer may desire, DMVPN Solution on top of it offers 
scalability and easily implemented with more mesh topology 
which allow customers to maintain the privacy of their data 
without any interference from the service provider .The 
significant reduction in configuration makes it easier to 
maintain, manage and troubleshoot the network in the future. 
Creation of Dynamic spoke to spoke tunnels on demand 
releases substantial memory and CPU cycles of the main hub 
and saves valuable bandwidth. Dual-Hub DMVPN 
implementations can add availability through redundancy. The 
results in this paper verified the creation of spoke to spoke 
tunnel on demand with all required security features 
implemented through IPsec. 
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