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Abstract— Voice over Internet Protocol (VoIP) is an 

application from the internet services that allows us to 

communicate with each other. VoIP requires Quality of Service 

(QoS) because it is very sensitive to loss and delay of the 

information. Therefore, QoS to VoIP is needed to ensure that 

voice packets are not delayed or lost during the transmission 

over the network. The objective of this research is to study the 

effects some of the Security Mechanisms the QoS on VoIP. In 

this work, simulation tool OPNET Modeler version 14.5 is used 

to implement the proposed network (VoIP Network). The 

proposed network is a private network the Libyan Academy 

that consists of three sub-networks, located in three Libyan 

cities with different locations, in order to simulate the 

communications within same location locally and the 

communications between two locations as long distance, and 

analyzing QoS to VoIP based on measuring the major factors 

that influence on the QoS of VoIP according to international 

telecommunication union (ITU) standards from where: end-to-

end delay, jitter and packet loss. In this research, a comparison 

was executed between some security mechanisms like Packet 

Filter Firewall and Virtual Private Network (VPN), and it was 

found that VPN gives the better QoS from the traditional 

firewall for VoIP networks. To sum up, can be said that VPNs 

give security with the best quality of service for VoIP networks. 
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1. INTRODUCTION 

 VoIP is one of the fastest growing Internet applications 

today and supporting authoritative real-time service is one of 
its major attentions for vastly deployment in IP-based 

networks. The problem of offering security to VoIP is that 

security does not come for free and, security and efficiency 

are cross requirements [1], for example insert security layer 
will impact the performance and QoS of voice traffic. 

Subsequently the QoS of VoIP is an import concern to ensure 

that voice packets are not delayed or lost during the 

transmission over the network, VoIP QoS is measured 

according to ITU recommendations based on different 

parameters like (delay, jitter, and packet loss). For improved 

the QoS of VoIP is controlling by the values of these 

parameters to be within the acceptable range [2]. The key for 

securing VoIP is to use security technicality like those 

deployed in data networks (firewalls, encryption, VPN, etc,). 
In general, balance must be made between the desired 

security and the desired quality of service during implement 

the security solution with a minimum of delay, jitter and 

packet loss to ensure that QoS [3]. Security issues will arise 

as long as the development (Internet Protocol) IP networks to 

telecommunications infrastructure common public. Attackers 

can easily hack in network to gain access to user data or to 

disable the voice call. Previously many solutions were 

offered to the problems of security in relation to VoIP. Most 

security solutions usually add delay such as using some 

encryption complex algorithms, a general balance must be 

achieved between the desired security and the desired quality 

during implement the security solution with a minimum of 
delay, jitter and packet loss to ensure that QoS [4], [5]. 

2. QUALITY OF SERVICE (QOS) FOR VOIP 

QoS relies is related to end-to-end service performance. It is a 
measurement on how good or bad a service quality is at any 
point of data transmission over any selected network. There is 
growing interest in deploying VoIP service in the enterprises 
environment. while common application such as file transfer 
or web access do not need QoS mechanisms in most 
environment, other applications such as voice and video are 
more sensitive may need some popular encoding algorithms 
to support QoS in some networks environments. In enterprise 
networks where congestion might occur, deploying QoS 
mechanisms can provide significant improve to the VoIP of 
service, it is necessary to prioritize time-sensitive streams 
belong to voice and video applications over the other data 
traffic that do not require real time processing. Without 
implementation of QoS mechanisms, the time-sensitive data 
could not be delivered at the required time without quality of 
service [6]. 
Quality level of data flows processing is determined mainly 
by parameters specific, International Telecommunication 
Union (ITU) specifies (recommendation G.114) values of 
one-way delays for voice applications [6], [7] : 

A. Packet delay/ Latency: 

TABLE I: SBECIFICATION ITU G.114 

Echo and talker overlap are the problems that result from 

high end-to-end delay in a voice network. Round trip delay 

should be less than 150ms to avoid echo. Since VoIP has 

longer delays, such systems must address the need for echo 

control and implement some means of echo cancellation [8]. 

   Delay Definition    Delay Definition 

   400 ms and more     Generally unacceptable delay (very difficult    

    interactive communication)     

   150 – 400 ms     Threshold delay 

   0 – 150 ms     Acceptable delay 
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If the amount of data entering to the given network node is 

too large the node congestion may occur. Congestion in the 

specific network node occurs mainly due to the insufficient 

processing capacity of this node. QoS mechanisms designed 

 to manage short-term congestions, operate in two stages [6]: 

1. Selection of packets exceeding the traffic based on 

predetermined criteria. 

2. Determination how the individual packets are processed. 

B. Jitter (Variation of Delay):  

In order for voice to be intelligible, voice packets must arrive 

in regular Intervals. Jitter describes the degree of fluctuation 

in packet access, which can be caused by too much traffic on 

the line. Voice packets can tolerate only about 75 
Milliseconds (0.075 sec) but is preferred be less than 40 

Milliseconds (0.040 sec) of jitter delay [7]. 

C. Packet loss: 

Is the term used to describe the packets that do not arrive at 

the intended destination that happened when a device (router, 

switch, and link) is overloaded and cannot accept any 

incoming data at a given moment? Packets will be dropped 

during periods of network congestion. Voice traffic can 

tolerate less than a 3% loss of packets (1% is optimum) 

before callers feel at gaps in conversation [7] [9]. 

3. SECURITY MECHANISMS IN VOIP 

There are security problems long as IP networks are 

developed on shared public communication infrastructure 

where Attackers can easily hack into the network to gain 

access to user data or disrupt the voice call. Data encryption 

has been presented as a potential solution to the security 

problems with VoIP, identified the internet as the future of 

voice communication and some other IP applications [6].  

The voice networks are now under subject to viruses, worms, 

Denial of Service (DoS) attacks, Eavesdropping, Spam over 

Internet telephony (SPIT) and other well-known threats. 

There are a number of best security mechanisms that enable 

from minimize the risk of attacks on VoIP systems, these 
mechanisms include: Passwords, encryption algorithms, 

firewall, authentication and VPN [10]. In this research, the 

talk here only about Firewalls and VPN. 

I.  FIREWALLS 

The firewall as originally devised was intended to allow 

certain explicitly authorized communications between 

networks with denying the rest of the contacts. This approach 
centralizes much of the responsibility for the security a 

protected network at the firewall component while 

distributing some responsibility to components handling the 

authorized communications with outside networks [11]. A 

firewall is a network security system designed be 

implemented in both hardware and software, or a 

combination of both, and firewalls can be either hardware or 

software but the ideal firewall configuration will consist for 

both of them, in addition to limiting access to the computer 

and network, a firewall is also useful for allowing remote 

access to a private network through secure authentication 

certificates and logins. Most hardware firewalls will have a 
minimum of four network ports to connect other computers, 

but for larger networks, business networking firewall 

solutions are available. Software firewalls are installed on the 

computer (like any software) and it can customize it; 

allowing it some control over its function and protection 

features [12]. 

Firewall allows the system administrator to implement 
security policy in one centralized place. Filter-based firewalls 

are the simplest and most widely deployed type of firewall, 

they are configured with a table of addresses that characterize 

the packets they will and will not forward, firewalls are an 

excellent security mechanism, when selected and 

implemented appropriately [13]. There are many kinds to 

firewall such as: Packet Filter Firewall, Proxy Firewall, and 

stateful packet filter. In this research, will be talking only 

about Packet filter firewall. 

PACKET FILTER FIREWALLS  

Is a router device which comes preprogrammed with level of 

firewall security and used in some small companies, packet 

filtering firewalls and routers can filter network traffic based 

upon certain characteristics of that traffic, such as whether the 

packet's layer 3[14].They are devices it redirects packets from 

one network to another, but it also filters the packets that flow 

through it, and after that will decide the decision of either 

denying or accepting the traffic (fig 1) illustrates that, packet 

filter firewall describes a method for the analysis and tracking 
of sessions to distinguish between the beginning of the session 

and the end of the session depend on examine packet headers 

such as: source IP address, destination IP address, source 

ports , destination ports and protocol type[15]. 

 
Fig. 1. Packet Filter Firewall [16]. 

 

II. VIRTUAL PRIVATE NETWORKS (VPN) 

Virtual Private Networks (VPN) allows creating a secure link 

to private network with two or more from the locations 

across public network such as the internet, this secure link 

called Tunnel which creates using a combination of the 

hardware and software, there are many terms used to define a 

describe VPN and classification of their functions [17]. The 
Internet Engineering Task Force (IETF) provides the 

standardized definition of a VPN. 

Firewalls and VPNs go side by side. Many firewall products 

provide encrypted firewall-to-firewall tunnels, in particular, it 

was stated that application gateways provide IP address  

hiding by encapsulating one IP packet another this definition 

the tunnels associated with VPNs [18]. 
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 What’s the difference between a private network and a 

virtual private network?  
The private network uses leased lines, whereas a virtual 

private network creates a secure tunnel between two 

endpoints to send data via the public internet, fig 2 this 

illustrate [19].   

Fig. 2.  Secure tunnel. 

4. OPNET MODELER 

OPNET provides several modules of the simulation 

comprising a vast universe of the protocols and network 

elements, it has gained popularity in academia as it is offered 

for free of cost to institutions and it is also obtained as a 

student version, the user doesn't need to have any 

programming knowledge in order to use OPNET; the user 

can directly concentrate in building and analyzing model 
from simulation. The main feature of OPNET is that it 

provides various real-life network configuration capabilities 

that make the simulation environment close to reality. The 

advantages of OPNET compared to other simulators include 

GUI interface, comprehensive library of network protocols 

and models, graphical interface to view the results, 

availability of documentation for the user to develop the 

network models etc [20]. 

5. SCENARIO AND SETTINGS BY OPNET 

A physical communication scheme consisting of connected 

devices is known as network topology, the network model 
for the Libyan Academy simulation consists from three 

networks. Head branch (Tripoli) and two sub-networks 

(Misratah, Benghazi), located in three cities with different 

distances at Libyan. The local area network (LAN) structure 

for both all Branches is the same. In each LAN (three floors 

in each floor are 10 workstations), one main switch called 

(Bay Networks Centilion100 Switch) and one router called 

(Cisco C4000 Router) connecting to IP cloud by bi-

directional PPP_DS1 link. The workstations are connected to 

the switches by bi-directional 10Base_T links. The proposed 

network carries applications FTP, Data Base simultaneously 

along with VoIP. In this paper, some of these objects that are 
used are Application Configuration and Profile as shown in 

fig 3. 

1. Application Configuration Object: object used to define 

and configure all Applications in the network according to 

the user requirements. OPNET has most common 

applications like: HTTP, E-mail, File transfer, Voice, 

Database. In this research, to be will work on one 
application, which is model a voice application. 

2. Profile Configuration Object: object that can be used to 

create user's profiles, profile can contain one or more  

 

 

 

Fig. 3. The proposed Network Model. 

applications and each application can be configured by the 
starting time and ending time. In this paper, only one profile 

to all users called VoIP_ profile. 

6. SIMULATION RESULTS AND ANALYSIS 

In this research, are compared the effects between packet 

filter firewall and VPN on the VoIP for QoS. To measure the 

QoS of the VoIP application during collected major factors 

that affect the VoIP QoS such as: Voice delay (sec), Voice 
Jitter (sec), Voice traffic sends packet/sec and Voice traffic 

received packet/sec. 

 Fig 4: shows the Jitter using Firewall and VPN did not 

exceed the time constraint (0.065 sec). 

 Fig 5: shows the end-to-end delay be using Firewall didn't 

exceed the time constraint (0.150 sec), as will using VPN 

did not exceed the time constraint (0.150 sec), but the 

value end to end delay in VPN was less than the firewall. 

 Fig 6: shows the voice traffic received using Firewall = 

455 Packets/sec and the voice traffic sent using Firewall = 

455 Packets/sec.  

 Fig 7: shows the voice traffic received using VPN = 455 

Packets/sec and the voice traffic sent using VPN = 455 

Packets/sec. 

 

Fig.4. Voice Jitter 
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Fig.5.  Voice Packet end to end delay 

 

 

 

 

 

Fig.6.  Voice Traffic Send and Received (packet/sec) in firewall 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.7.  Voice Traffic Send and Received (packet/sec) in VPN 

 

The result summarized in Table II, the firewall delay value is 

acceptable, but the value in the VPN is less than the firewall 

in the VoIP network with no more than 0.150 seconds. 

Therefore, the operation of VoIP over the VPN can lead to 

better security Quality of service with the required security. 

Table II:  Comparison between Effects Firewall and VPN on VoIP QoS. 

 

 

7. ONCLUSIONS 

This work has been on (VoIP network) performance analysis 

after the simulation results for network on QoS; the network 

model for the Libyan Academy simulation established 

consists of three locations. Head branch (Tripoli) and two 

sub-networks (Misratah, Benghazi) that are in three different 
cities in Libyan country. The local area network (LAN) 

structure for branches is the same, to study the effects of the 

firewall and VPN on QoS for VoIP application. 

The results of the simulation analysis using OPNET, the 

VPN gives better results than QoS from firewalls, from 

where the values of the parameters that affects the QoS for 

the voice, such as E2E delay, Jitter, and Packet Loss to be 

within the range acceptable for VPN. To sum up, can be said 

that VPNs give security with the best quality of service. 
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